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NMoaroroBkKa, Precision 3551 k paboTe

06 aToi 3apave

@ MPUMEYAHMUE: UsobpaxeHus, npyBeaeHHbIE B 3TOM AOKYMEHTE, MOTYT OTNNYaTbCH OT BalLero KOMnblTepa B 3aBUCUMOCTU
OT 3aKka3aHHOW KoOHdUrypaumm.

DenctBua

1. MopgkniounTe aganTtep NUTaHuUa U HaXXMUTE Ha KHOMKY NUTaHu4.

NMPUMEYAHMUE: Ons skoHOMWUM 3apsaa akkyMynsiTop MOXeT nepenTy B aHeprocbeperarownii pexum. Ytobbl BKNOYMTb
KOMMNbIOTEP, NOAKMIYMUTE aganTep NMTaHUSA U HAXMUTE KHOMKY NUTaHUS.

®

2. 3aBepwuTe ycTaHoBky Windows.

[Ins 3aBepLUEHNs YCTaHOBKM CrieayTe MHCTPYKUMSIM Ha 3KpaHe. Bo BpeMs HacTpolku cnegyinTe NpMBeAeHHbIM Aanee
pekomMeHgauusam Dell.
e [logkntoumTeck k ceTu, YTobbl nonyvaTe 06HoBNEHMs Windows.

@ MPUMEYAHME: Ecnu Bbl Nnogknto4aeTech K 3aluiLieHHON 6ecnpoBOAHON CETU, NMPU MOABEHUN COOTBETCTBYHOLLETO
3anpoca BBeaMTe naposb AocTyna.

e Ecnu koMmnbloTep NOAKMIOYEH K VIHTepHeTY, BonauTe B CUCTEMY C MOMOLLBbIO CYLLECTBYHOLEN y4eTHON 3anucu MankpocodT
(nnbo cospariTe HOBYH). ECnin koMnblOTEP HE NOAKMOYEH K IHTEpHETY, co3AanTe aBTOHOMHYHO Y4ETHYH 3amnuchb.

e Ha akpaHe Support and Protection BBeauTe CBOM KOHTaKTHbIE JaHHbIE.

3. Hangute n ncnoneaynte npunoxerus Dell B meHto «[lyck» Windows (pekomeHayeTcs).

Ta6nuua 1. Hangute npunoxeHus Dell

Pecypchbl OnucaHue

MoproToBka, Precision 3551 k paGoTte 5



Ta6nuua 1. Hangute npunoxeHusa Dell (npogonxeHue)

Pecypchbl

OnucaHune

LleHTpanu3oBaHHbI pecypc, rae MOXHO HalTu OCHOBHbIE Npunoxexus Dell, cnpaBoyHble cTaTbu
1 Opyryto BaxKHy MHopMaLmio o Bawlem komnbtoTepe. OH Takke yBeJoOMNsAEeT BaC O COCTOSHUU
rapaHTun, peKoMeHayeMbIxX akceccyapax 1 OCTYMHbIX 06HoBneHusx MO.

SupportAssist

3abnaroBpemeHHasi npoBepka paboTocnocobHOCTV annapaTHOro 1 NporpaMMHoro obecneyeHns
KomMnbtoTepa. MHCTpyMeHT SupportAssist OS Recovery ncnonb3yeTtcs 4 noucka n yctpaHeHus
HencnpaBHOCTEN OnepaunoHHON cUcTeMbl. [JONONMHUTENBHbIE CBEAEHUSA CM. B JOKYMEHTaLUN
SupportAssist Ha cante www.dell.com/support.

MPUMEYAHME: YTo6bl NpoaANnUTL rapaHTUIO MU MOBLICUTbL €€ YPOBEHb, HAXMUTE AaTy
OKOHYaHWs rapaHTUAHOIO cpoka B SupportAssist.

Dell Update

YcTaHoBKa KpUTUYECKU BaXHbIX UCMPaBEHWI 1 ApariBepPOB YCTPONCTB MO Mepe NosiBNEHNs HOBbIX
Bepcui. [lononHutenbHble cBegeHunst 0o ncnonb3oBarHum Dell Update cm. B cTaTbe 6asbl 3HaHWUi
SLN305843 Ha cavnte www.dell.com/support.

<,
3

Dell Digital Delivery

3arpyska NpMobpeTeHHbIX MPUINOXEHUIA, HE NPeayCTaHOBMNEHHbIX Ha KoMMbloTepe. [ononHUTENbHbIE
cBefeHnst 06 ucnonb3sosanuu Dell Digital Delivery cM. B ctaTbe 6a3bl 3HaHUI 153764 Ha caiite
www.dell.com/support.

4. CospganTte guck BocctaHoBneHus ansa Windows.

®

Windows.

NMPUMEYAHUE: PekomeHayeTcsa co3gaTb AMCK BOCCTAHOBMEHUS A MOUCKA U YCTPaHEHUS1 BO3MOXHbIX HEMOMaaok

JononHutenbHble cBeaeHus cM. B pasgene CosgaHue USB-HakonuTens BocctaHoBneHus ang Windows.

6 MoproToBka, Precision 3551 k paGoTte



http://www.dell.com/support/home/product-support/product/dell-supportassist-pcs-tablets/manuals
https://www.dell.com/support/article/us/en/04/sln305843/dell-update-overview-and-common-questions?lang=en
http://www.dell.com/support/home/product-support/product/dell-supportassist-pcs-tablets/manuals
https://www.dell.com/support/article/us/en/04/sln153764/dell-digital-delivery-installing-using-troubleshooting-and-faqs?lang=en
http://www.dell.com/support/home/product-support/product/dell-supportassist-pcs-tablets/manuals

Co3spaHue USB-auncka BoccTaHOBIEHUSA
ansa Windows

Co3spaiitTe AMCK BOCCTaHOBIEHUS A1 NOMCKA U YCTPaAHEHWUsT HEMOMAaAoK, KOTopble MOryT BO3HUKHYTbL Npu paboTte ¢ Windows. [ns
€034aHus aucka BocCTaHoBIeHWs TpebyeTcs dnal-Hakonutens USB o6bemMoM He meHee 16 [6anT.

MNpenBapuTenbHble yCIOBUA

@l MPUMEYAHUE: 3T1oT npouecc MoxXeT 3aHAaTb 40 14aca.

®

NMPUMEYAHMUE: B HekoTOpbIx Bepcusix Windows nocrnenoBaTenbHOCTb AENCTBUA MOXET OTNIMYATLCS OT ONMUCAHHON HUXE.
HoBewwune MHCTpYKUMK CM. Ha canTe nogaepXkn kopnopauun MankpocodrT.

DenctBua

1. MopkniounTe dnaw-Hakonutens USB K KoMnboTepy.
2. B none noucka Windows BBegMTE BoccTaHOBIEHME.

3. B cnucke pesynbTaTtoB noucka Bbibepute Co3aaHmne AMcKa BOCCTaHOBIEHUSA.
Ecnu Ha skpaHe nosiButcsa okHo KOHTponb y4yeTHbIX 3anucen nonb3oBaTtenen,

4. HaxmuTe [la, 4ToGbl NPOAOIKUTL NpoLeaypy.
B oTkpbiBLUEMCS OKHE [INCK BOCCTAHOBMNEHUA

B. BbIOepuTe BbINONMHUTL pe3epBHOE KONMPOBaHUEe CUCTEMHbIX (PanfioB Ha AUCK BOCCTAaHOBNEHUs U HaxMuTe [Janee.

6. Bbibepute ®naw-Hakonutenb USB 1 HaxvuTe fanee.
Cwvctema npegynpenut o TOM, YTO BCe AaHHble, Haxoasilwmecst Ha dnall-Hakonutene USB, 6yayT yaaneHs..
7. Haxwmute kHonky Co3aaTthb.
Haxmute NoToBo.
[ononHuTenbHble cBeaeHus o nepeycrtaHoBke Windows ¢ noMolbto USB-HakonuTensa BoccTaHOBNEHWs cM. B pasgene lNouck

u ycmpaHeHue HeucripasHocmel B Pykogodcmee 1o obcriyusaHuro Ballero NpoaykTa Ha cTpaHuue www.dell.com/support/
manuals.

Cos3pgaHune USB-gucka BocctaHoBneHus ansa Windows 7


https://support.microsoft.com
https://www.dell.com/support/manuals
https://www.dell.com/support/manuals

OOwume cBeaeHUs o Kopnyce

Bup cnepean B OTKPbITOM COCTOSIHUM

Noo oo

MukpodoH

MK-kamepa (onunoHanbHo)
MHaukaTop cocTosHUSI Kamepbl
KK-naHenb

Bug cHusy

1.

2.
3.

BeHTuMnaunoHHbIe oTBEPCTUSA
MeTka obcnyxumBaHusi
[OnHamukm

Bua cneBa

1.

3.

MopT pasbema NUTaHUsA

MopTt USB 3.1Gen 1

Bua cnpaBa

N o=

YCTPONCTBO CUUTLIBAHUS KapT NaMsiTy microSD
MMopT ANSA rapHUTYpbI N MUKPOOHA

MopTt USB 3.1 ¢ TexHonornen PowerShare
CeTeBoW nopt

Bug onopHoun naHenu

1.

3.

5.

KHonka nuTaHmsa ¢ AONONMHUTENbHBIM yCTpOVICTBOM
CYNTbIBAaHNA OTNeYyaTKoB NnanbLeB

ManunynaTop TrackPoint

CeHcopHas naHenb

CouyeTaHuMAa KnaBuLl

®

OMHaKOBbI A4 BCeX A3bIKOB.

OGLme cBegeHUst o Koprnyce

e

o AN

3aTBOp Kamepbl
Kamepa

MwukpodoH

MHamkaTop akTUBHOCTM

MopT USB 3.1 Gen 2 Type-C ¢ untepdericom Thunderbolt/
DisplayPort 1.4

YCTPONCTBO CUNTLIBAHUSA CMAapT-KapT (4OMNOMHUTENBHO)

Pasbem ans kaptbl micro-SIM
MopT USB 3.1 Gen 1

Mopt HDMI

CnoT ans KNMHOBOIO 3aMKa

KnaeunaTtypa

BeckoHTaKTHOE YCTPOWCTBO YTEHUS CMapT-KapT
(onuunoHanbHo)

MPUMEYAHMUE: CumBonbl knaesmnaTypbl MOTYT pa3nnyaTbCs B 3aBUCMMOCTY OT A3blka Knasuatypbl. CoyeTaHus knasuiu



Ta6bnuua 2. Cnucok coyeTaHUM KnaBuLl

OTKpbITUE MEHIO
NpUNoXeHns

KnaBuwm OcHoBHas cyHkums | [JononHutenoHas dyHkums (Fn + knaBuwa)
FEse Escape MepeknioyeHve GIIOKMPOBKMA KNaBULLIK Fn
Fn+F BoikntoyeHune 3Byka DyHKuma F1
Fn+F2 YMeHbLueHne PyHKuMa F2
rPOMKOCTM
Fn+ks YBenuuexve ®yHkuma F3
rPOMKOCTM
Fn+F4 OTKItoYeHVe dyHKumA F4
MUKpPOhOHa
FR+FS BkritoueHne/ ®yHkuma F5
OTKMIOYEeHNe
NoACBETKM
KnasuaTypbl
Fn+F6 YMeHblLUeHme sipkocTu | PYHKUNA FE
Fnk7 YBenuuyeHne pkoctu ®yHKumna F7
Fn+F8 MepekrioyeHne Ha ®yHKums F8
BHELLUHWI aucnnemn
Fn+F10 MevaTb aKpaHa dyHkums F10
P+ maBHas ®yHKumA F11
Fn+12 B koHeL ®yHKums F12
Fn+CTRL _

O6wue cBeaeHUsi o Koprnyce
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TexHU4YecKne xapakTepucTuUKu

@ MPUMEYAHMUE: MNMpeanoxeHns B pa3HbIX pErMoHax MoryT otnuyaTbes. [NprBoasTCA TOMbKO T€ TEXHUYECKUE XapaKTePUCTUKK,
KOTOpbIE MO 3aKOHY HE0BX0AMMO yKa3blBaTb MPU NOCTaBKaxX KOMMbIOTEPHOW TEXHUKU. YTOGLI NOMyYnTb OMONHUTENBHbIE
CBEJEHNsI O KOHpUrypaLmm KoMnbloTepa, OTKPONTE B onepauuoHHol cucteme Windows pasgen «Cnpaska v nogaepxka» u
OTKpOMTE OKHO NPOCMOTpa MHGOpMaLm O CUCTEME.

TexHun4yeckue XapPaKTepnuctTtmnkm CuCtemMbl

@ MPUMEYAHME: MNMpeanoxeHns B pas3HbIX pErMoHax MoryT otnnyaTbes. MNprBoasTCA TOMLKO T€ TEXHUYECKUE XapaKTepUCTUKK,
KOTOpble MO 3aKOHY HE06X0AMMO YKa3blBaTb NMPU NOCTABKaX KOMMbIOTEPHON TEXHWUKW. [N Nony4YeHns AONONMHUTENbHbIX
CBeieHUI 0 KOHdUrypaumm kKoMmnbloTepa oTkponTe pasgen CnpaBka n nopgaepkka B onepaunoHHon cucteme Windows n
BblOEepUTE HYXHbIV MYHKT.

lNMpoueccopbl
Ta6nuua 3. MNMpoueccopsbl
OnucaHue 3HaueHun
Mpoueccopbl Intel Core Intel® Core Intel® Core Intel Core Intel® Core Intel Xeon-
i5-10300H i5-10400H 10-ro |i7-10850H 10-ro |i7-10750H i7-10875H 10-ro W10855M
JecaToro MOKOMeHus noKoneHus JecaTtoro MoKoMeHus JecaToro
noKkoneHuns noKkoneHuns nokoneHus
MoLlHocTb 35 BT 35 BT 35 Bt 35 Bt 35 BT 35 Bt
Konunuectso 4 4 6 6 8 6
anep
Konuyectso 8 8 12 12 16 12
NoTOKOB
Beictponeicts no 4,5 My Jo46T0Ty Mo 51Ty Mo 51Ty, [o 51Ty Mo 51Ty
ne
Ko 8 Mbant 8 MbanTt 12 M6ant 12 MGant 16 MbanTt 12 MGant
BCTPOGHHHVL Mpadmuecknin | Mpadmuecknii | Mpadomuecknii | Mpadmyecknii | Mpadomyecknin Mpacbuyeckmn
rpacuyeckuii apanTep Intel apanTep Intel apanTep Intel apanTep Intel apanTep Intel UHD | aganTep Intel UHD
ajantep UHD UHD UHD UHD

Habop mukpocxem

Ta6nuua 4. Habop Mukpocxem

OnucaHue 3HauveHus
HaGop mukpocxem Intel WM490
Mpoueccop Intel Core i5/i7/i9/Xeon 10-ro nokoneHus
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Ta6nuua 4. Habop Mukpocxem (NpogorkeHue)

OnucaHune 3Ha4yeHusn
MamaTtb Flash EPROM 32 M6aiT
LWnHa PCle o Gen 3.0
OnepaunoHHasa cuctema
e Windows 10 [lomaluHsas, 64-pa3spsgHas Bepcus
e Windows 10 MNMpodeccnonanbHas, 64-paspsaHas Bepcus
o Ubuntu 18.04 LTS (64-pa3psiaHas)
e RedHat82
OnepaTuBHaA namMsATb
Tabnuua 5. TexHU4YecKue XxapakKTepucTMKu NnamaTu
OnucaHue 3HayveHus
Cnotbl [Ba cnota SODIMM
Tun [ByxkaHanbHas namsTe DDR4
BbicTpogeiicTeue 2933 MI'y
MakcumanbHbIn 06bem namsaTu 64 I6anT
MuH1ManbHbI 06beM naMaTu 4 T6anT
MNoanepxveaemble KOH(Urypaumm e 4T6aiT namsatn DDR4, 1x 4 [6aiT, 2933 MI'y
e 8 T6ant namatn DDR4, 2 x 4 6anT, 2933 MI'L,
e 8 [06ant namatn DDR4, 1x 8 M6anT, 2933 My,
e 16 [GanT namatn DDR4, 2 x 8 [GanT, 2933 My,
e 16 M6ant namsaTn DDR4, 1 x 16 6anT, 2933 MI'y,
e 32 [6ant namatn DDRA4, 2 x 16 6anT, 2933 MI'y,
e 32 [6ant namatn DDRA4, 1x 32 6aiT, 2933 My,
o 64 6ant namatn DDR4, 2 x 32 M6awnT, 2933 MI'y

Pa3zbemMbl Ha cucteMHOM nnaTte

Tabnuua 6. PasbeMbl HA CUCTEeMHOM nnaTe

KomMnoHeHT

TexHuYeckue xapakTepucTUKn

Pasbembl M.2

e OpauH pasbem M.2 2230 ¢ kntodom E
e OpwuH pasbem M.2 2280 ¢ kntovom M
e OpwuH pasbem M.2 3042 c kntoyom B

MNMpun xpaHeHuwn

Balu komnbloTep noaaepxmBaeT ogHy M3 CneayroLmx KoHUrypaumi:

e OpauH 2,5-010MMOBbIN XXECTKUI ANCK
e OpavH TBepaoTenbHbIA HakonuTenb M.2 2230/2280

e OavH 2,5-O10NMOBbIV XXECTKUIA AMUCK U OOUH TBEPAOTENbHbIN HakonuTens M.2 2230/2280

TexHU4eckue XapakKTepucTtukun

1"




OCHOBHOW HaKONUTENb KOMMNbIOTEPa 3aBUCUT OT KOHUIypaLmMm NOACUCTEMbI XpaHeHUs. [Ing KOMNbIOTEPOB:
e C Hakonutenem M.2, rmaBHbIM siBNAeTcA Hakonutenb M.2
e 0e3 HakonuTensa M.2 OCHOBHbIM ABNsieTcs 2,5-A10MMOBbIN XXECTKUI JUCK.

Tabnuua 7. TexHun4yeckme XapakKTepucTukm nogcuctemMbl XpaHeHUA AaHHbIX

dopm-dakTop Tun nHTepdcpenca EmkocTb
OanH 2,5-A10IMOBBIN XXECTKUA OUCK SATA AHCI, po 6 'éut/c 2 [Gant
OpavH TBepaoTenbHbIn HakonuTens M.2 2230/2280 PCle Gen 3 x4 NVMe, po 32 ['out/c 2 [Gant
OpavH camolumdpyembii TBepaoTenbHbi Hakonutenb | PCle Gen 3 x4 NVMe, go 32 Féut/c 512 M6ant
M.2 2280

YCTPOMUCTBO YTEHUS KapT NaMsATH

Ta6nuua 8. TexHUYecKne XxapakTepUCTUKN YCTPOWUCTBA YTEHUSA KapT NaMsaTu

OnucaHune

3HaueHus

Twvin

Pasbem ans kapTbl microSD

MoppepxvBaeMble kapThbl

e Micro Secure Digital (microSD)
e Micro Secure Digital High Capacity (microSDHC)
e Micro Secure Digital Extended Capacity (microSDXC)

Audio

Tabnuua 9. TexHMYeCKMe XapaKTepUucTUKM ayanocuUcTemMbl

OnucaHue

3Ha4veHus

KoHTponnep

Mnata Realtek ALC3204 ¢ TexHonormnen Waves MaxxAudio Pro

MpeobpasoBaHue cTepeocurHana

24-paspsagHbii npeobpasoBaTtens DAC (umndpoaHanoroBbin) 1
ADC (aHanoro-uudpoBoWm).

BHyTpeHHU nHTepdenc

Intel HDA (3BYK BbICOKOrO paspeLueHus)

BHewwHW nHTepdeinc

YHuBepcanbHbIn ayanopasbem

[nHamukn 2
CpeaHas MOLIHOCTb IMHAMUKOB 2BT
MakcumanbHas MOLLHOCTbL AMHaMUKOB 25BT

Video (Bupeo)

Ta6nuua 10. TexHMYecKre XxapakTepPUCTUKN BblAerieHHOro rpacmuyeckoro aganrtepa

BbiaeneHHbIN rpadmyeckuin agantep

KoHTponnep Mopaepxka BHeLWHWX AUcnnees

0O6bem namaTn Tvn namaTtn

NVIDIA Quadro P620 -

4 T6ant GDDRS
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Ta6nuua 11. TexHMYeckne XxapakTepPUCTUKU BCTPOEHHOro rpacpmyeckoro agantepa

BcTpoeHHbIN rpachmyeckum agantep

KoHTponnep

I'Io.q.qepx(Ka BHeWHUX gucnrneesB

O6bem namaTn

Mpoueccop

"padcmnuecknn agantep Intel
UHD

Mopt HDMI 2.0/USB Type-C ¢ nHTepdencom
DisplayPort 1.4

CoBMecTHO ncnon b3yemMas
CUCTEeMHada NamMATb

Intel Core i5/i7/Xeon
[eCATOro NOKoNeHust

Kamepa

Ta6bnuua 12. TexHNU4YeCKue XxapakTepUCTUKN Kamepbl

OnucaHune 3Ha4yeHus
Konuuyectso kamep OnuH

Tun e RGB-kamepa BbICOKOro paspeLleHns
e VHdpakpacHas Beb-kaMepa ¢ nogaep)Kkomn
Windows Hello
Pacnonoxexue dpoHTansHas kamepa
Twvn gaTtynka Oartuuk CMOS
PaspelueHue:
®oto 8 mMeranvkcenen

Video (Bugeo)

1280 x 720 (VGA/HD) co ckopocTbto 30 KagpoB/c

Yron o63opa no gnaroHanm

78,6 rpagyca

CBA3b

Ethernet

Tabnuua 13. TexHn4eckune xapakrepuctukm Ethernet

OnucaHune

3HaueHusn

Homep mogenu

KoHTponnep Intel 1219-V/Intel 1219-LM Gigabit Ethernet

CKopocCTb nepefayv AaHHbIX

10/100/1000 M6uT/Cc

Mopaynb 6ecnpoBogHOM CBA3K

Tabnuua 14. TexHU4Yeckme XxapakTepucTMKu Mmoayssi 6ecnpoBogHON CBA3U

OnucaHue 3HaueHusn

Homep mopenu Qualcomm QCAB1x4A Intel AX201 Intel AX201
(DW1820)

CkopocTb nepefayn AaHHbIX o 867 M6ut/c o 2400 Méut/c o 2400 Méut/c

MNoanepxueaemble 2,4/5TTu 2,4/5TTu 2,4/5TTy

[AManasoHbl 4YacToT
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Ta6nuua 14. TexHU4YecKue XxapakTepucTMKM Moaynsa 6ecnpoBo4HON CBA3M (MPOAOIHKEHUE)

OnucaHune 3HayeHus

CraHpapTel GecnpoBoAHoM Wi-Fi 802.11a/b/g e Wi-Fi 802.11a/b/g e Wi-Fi802.11a/b/g

cBASh Wi-Fi 4 (Wi-Fi 802.11n) e Wi-Fi 4 (Wi-Fi 802.11n) e Wi-Fi 4 (Wi-Fi 802.11n)
Wi-Fi 5 (Wi-Fi 802.11ac) e Wi-Fi 5 (Wi-Fi 802.1ac) e Wi-Fi 5 (Wi-Fi 802.11ac)

e Wi-Fi 6 (Wi-Fi 802.11ax) e Wi-Fi 6 (Wi-Fi 802.11ax)

WudpposaHue 64/128-pa3pagHbli e 64/128-paspsagHbin o 64- 1 128-pa3psaHbin
anroput™ WEP anroput™m WEP anroputm WEP
AES-CCMP AES-CCMP e 128-pa3pagHblin anroputm
TKIP TKIP AES-CCMP

o TKIP
Bluetooth Bluetooth 5.0 Bluetooth 5.1 Het

MobunbHas LUMPOKOMNOJIOCHAaA CeTb

Taobnuua 15. Intel XMM 7360 Global LTE-Advanced

OnucaHue

3HauveHus

Homep mogenu

Intel XMM 7360 Global LTE-Advanced

ApanTtep nuTaHus

Ta6nuua 16. TexHUYeckne xapakTepUCTUKU agantepa NUTaHUsA

OnucaHue 3HaueHus
Tvin 90 Bt 130 BT, Type-C
NnameTp (pasbem) 7.4 MM Pasbem Type-C

Bec

0,23 kr (0,51 yHTa)

0,32 kr (0,7 dpyHTa)

BxogHoe HanpshkeHne

100-240 B nepemeHHOro Toka

100-240 B nepemeHHOro Toka

BxogHas vactoTa 50/60 'y 50/60 'y
BxoaHowm Tok (MakcMmanbHbIn) 16 A 1,80 A
BbixogHOM TOK (MOCTOSIHHbIN) 4,62 A e 20B/6,5 A (AnuTenbHbIn)

e 5B/1A (AnuTenbHbIN)

HomuHanbHoe BbixogHoe HanpsxeHue

19,5 B nocTtosiHHOro Toka

20 nnun 5 B nocTtosiHHOro Toka

Mpu paboTe

OT1 0 8040 °C (o1 32 go 104 °F)

OT1 0 8040 °C (o1 32 go 104 °F)

[pw xpaHeHnn

OT1 -40 po 70 °C (o1 -40 po 158 °F)

OT -40 po 70 °C (o1 -40 o 158 °F)
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AKKymynstop

Ta6nuua 17. TexHU4YecKne XxapaKTePUCTUKN aKKyMyrsaTopa

OnucaHune 3Ha4yeHus
Tvn TpexaneMeHTHbIN YeTblipexaneMeHTHbIN YeTbipexaneMeHTHbIN LlectnanemeHTH
akkymynsatop, 51 B1y, ¢ akkymynsaTop, 68 BTy, ¢ akkymynatop, 68 Bty, b
NOAAEPXKKOM TEXHONOrMN | NOAAEPXKKON TEXHOMNOMUW | C ANUTENBHBIM CPOKOM aKKymynsTop,
ExpressCharge ExpressCharge cnyxo6bl 97 BTy, C
noaaepKkon Tex
Homnorum
ExpressCharge
Hanpsbkerune 11,4 B NOCTOSIHHOrO TOKa 15,2 B noctosiHHoro Toka | 15,2 B noctosiHHOro Toka | 11,4 B
NOCTOAHHOTO
TOKa
Macca (makc.) 0,25 kr (0,55 dpyHTa) 0,34 kr (0,75 gyHTa) 0,34 kr (0,75 dpyHTa) 0,47 kr

(1,04 dpyHTa)

Paamepbi:
Beicota 95,90 mm (3,78 aroima) 95,90 mmM (3,78 aroima) 95,90 mm (3,78 aroima) 82 Mm
(3,22 pgronma)
LUnpuHa 181 MM (7,13 gronma) 233 MM (9,17 pgronma) 233 mm (9,17 gronma) 332 mm (13,1")
Fny6uxa 7,05 Mm (0,28 aroiima) 7,05 mm (0,28 Atoiima) 7,05 Mm (0,28 aroiima) 7.7 Mm (0,3")
[nana3oH TemnepaTtyp:
Mpu pabote o1 0 °C go 50 °C (ot o7 0 °C go 50 °C (ot ot 0 °C go 50 °C (ot ot 0°C po
32 °F no 122 °F) 32 °F po 122 °F) 32 °F 0o 122 °F) 50 °C (ot 32 °F
[0 122 ©F)
MMpu xpaHeHUn | o1 —20 °C go 60 °C (ot oT -20 °C g0 60 °C (ot ot -20 °C go 60 °C (ot ot -20 °C no
-4 OF 0o 140 °F) -4 °F no 140 °F) -4 °F 0o 140 °F) 60 °C (o1 -4 °F
[0 140 ©F)
Bpems paboTtbl 3aBucuT OT ycrnoBui 3aBuCuUT OT ycrnoBui 3aBuCuT OT ycrnoBui 3aBucuT oT
aKcnnyaTaumm un aKcnnyaTaumm n aKcrnyaTaumm n yCnoBui
MOXeT BbITb MOXeT BbITb MOXeT BbITb aKcnyaTaummn n
3Ha4YUTENbHO MEHbLUE 3HaAYUTENBHO MEeHbLLE 3HaAYUTENBHO MEeHbLLE MOXeT BbITb
npv onpeaeneHHbIX npu onpeaeneHHbIX npu onpeaeneHHbIX 3HaYNUTENBHO
YCMOBUSIX MOBLILEHHOTO | YCMOBKSAX NOBLILIEHHOTO | YCNOBMSIX MOBBLILEHHOTO | MEHbLLUE Mpu
3HepronoTpebneHus. 3HepronoTpebneHus. 3HepronoTpedneHus. onpeneneHHbIX
YCNoBuUsX
MNOBbILLEHHOTO
aHepronoTpebne
HUYS.
Bpewms noasapsiaku 44 (Npw BbIKNOYEHHOM 4 4 (NPW BbIKIOYEHHOM 4 4 (NpW BLIKIMOYEHHOM 44 (npm
(NpMGnM3NTENLHO) KoMMbtoTepe) KoMrbloTepe) KoMMbtoTepe) BbIKIMIOYEHHOM
@ NMPUMEYAHUE: @ NMPUMEYAHUE: @ NMPUMEYAHUE: KoMnbloTEPE)
MpoaoMKNTENBHOCTD MpoACMKUTENBHOCTb MpopomxutensHocts | ()| MPUMEYAH
t0, BpEMEHEM Hayana 10, BpEMEHEM Havana 10, BpEMEHEM Havana ME:
1 OKOHYaHWsI 3apsiaKu N OKOHYaHWS 3apsifKu N OKOHYaHWs 3apsaKku Mpopomxute
WV Opyrumm W opyrimu n opyrumu NbHOCTBIO,
napameTpamm MOXHO napameTpamMm MOXHO napameTpamMmu MOXXHO BpeMeHeM
ynpaensTb ¢ yNpaensaTb ¢ ynpaensTb ¢ Havana u
NOMOLLbH0 MOMOLLbHO MOMOLLbHO OKOHYaHws
npunoxeHus Dell npunoxeHus Dell npunoxexus Dell 3apsaku n
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Ta6nuua 17. TexHMYeCKue XxapaKTepUCTUKU aKKyMmynsaTopa (MpoaosnkeHue)

16 TexHuYecKkne XxapaKkTepuUCTUKK

OnucaHune 3Ha4yeHus
Power Manager. Power Manager. Power Manager. apyrumu
JononHutensHble HononHutensHble JononHutensHble napameTpam
cBeaeHuns o Dell Power cBeaeHund o Dell Power cBegeHusa o Dell Power M MOXHO
Manager cm. B Manager cm. B Manager cm. B ynpasnsaTb C
pasaene 5 u mot Dell pasgene 5 u mot Dell pasaene 5 u mot Dell NMOMOLLbIO
Ha canTe Ha canTe Ha canTe NPUNoOXeHns
www.dell.com/ www.dell.com/ www.dell.com/ Dell Power
NMPUMEYAHME: MPUMEYAHMUE: MPUMEYAHMUE: Manager.
LNononHuten
MpoaomKMTEenbHOCTb MpoaomKMTENbHOCTL MpoaomKMTENbHOCTL HbIG
10, BpEMEHEM Havyana 10, BpEMEHEM Havyana 10, BpEMEHEM Havyana cBENeHNS O
N OKOHYaHWs 3apagkn N OKOHYaHWS 3apsiaKu 1 OKOHYaHUS 3apsiaKu Dell Power
n apyrumu 1 apyrumm 1 opyrumm Manager cu.
napamMmeTpamm MOXHO napameTpamn MoXHO napameTpamun MOXHO 5 pasnene 51
ynpaensaTb ¢ ynpaensATb C ynpaensTb ¢ U modi Dell ha
NMOMOLLbIO NMOMOLLIbIO NOMOLLbIO .
npunoxeHns Dell npunoxeHus Dell npunoxenus Dell canre
www.dell.co
Power Manager. Power Manager. Power Manager.
JononHutensHble HononHutensHble JononHutensHble m
cBeaeHuns o Dell Power cBeaeHunsa o Dell Power cBegeHusa o Dell Power @ NMPUMEYAH
Manager cm. B Manager cm. B Manager cm. B UE:
DOKymeHTe A u mou OOKymeHTe 5 u Mol OOKymeHTe 5 u moli Mpogomkute
komrisromep Dell Ha komribtomep Dell Ha komristomep Dell Ha NbHOCTbIO,
Beb-cavite Beb-canTe Beb-cante BpEMEHEM
www.dell.com. www.dell.com. www.dell.com. Havyanau
OKOHYaHUS
3apsagkv u
apyrumm
napameTpam
N MOXHO
ynpaBnaTb ¢
NMOMOLLbIO
NPUNoXeHns
Dell Power
Manager.
LNononHuten
bHble
CBEOEeHNs 0
Dell Power
Manager cm.
B IOKYMEHTE
A u mol
KoMrbomep
Dell Ha Be6-
caunte
www.dell.co
m.
Cpok cnyx0bl 300 yuknoe paspagku/ 300 umknos paspsaku/ 1000 uuknos paspsagku/ 300 yuknos
(NpnBNM3uTEnBLHO) noasapsagkv noasapsakv 3apagku paspsaakun/
noasapaaku
batapeiika Tuna CR2032 CR2032 CR2032 CR2032
«TabneTka»
Bpems paboTtbl 3aBuCuT OT ycrnoBui 3aBuCuT OT ycrnoBui 3aBuCuT OT ycrnoBui 3aBucuT oT
aKkcnnyataumm un akcnnyarauuu n aKkcnnyataumm un ycnosumn



https://www.dell.com/
https://www.dell.com/
https://www.dell.com/
https://www.dell.com/
https://www.dell.com/
https://www.dell.com/
https://www.dell.com/
https://www.dell.com/
https://www.dell.com/
https://www.dell.com/

Ta6nuua 17. TexHU4YeCcKne xapakKTePUCTUKM aKKyMynsiTopa (NpoaosikeHue)

OnucaHue 3HaveHusn
MOXET bObITb MOXeET ObITb MOXET ObITb aKcnnyaTaumm un
3HauUUTENbHO MeHbLLE 3HAYUTENbHO MeHblLe 3HAYUTENBHO MeHbLLe MOXeT ObITb
npuv onpeaeneHHbIX npu onpeaeneHHbIxX npuv onpeaeneHHbIX 3HaUUTENbLHO
YCrOBUSIX NOBLILIEHHOrO | YCMOBUSIX MOBLILEHHOTO | YCIOBMSIX MOBbILUEHHOrO | MeHbLUe Npu
3HepronoTpebnexHus. 3HepronoTpebneHus. 3HepronoTpebneHus. onpeneneHHbIX
yCNoBUSIX
MNOBbILLIEHHOTO
aHepronoTpebne
HUS.
Pa3mepbl U macca
Ta6bnuua 18. Pasmepbl u macca
OnucaHue 3HaueHusA
BbicoTa:
MepenHss naHenb 1,81 MM
3agHas naHenb 14.99 MM
npuHa 359,1 Mm
rny6una 236,25 MM
Bec 1,89 kr (4,16 chyHTa)

(D|MPUMEYAHMUE: Bec cucTeMbl MOXET OTNNYATLCS B 3aBUCMMOCTM OT
3aKasaHHOW KOHUrypaumm n ocobeHHOCTEN Npon3BoacTBa.

MopThbl 1 pasbemsbl

Ta6nuua 19. BHelwHMe NOPThbI U pa3beMbl

OnucaHune 3Ha4yeHusn

BHeluHue:

Cetb OgauH nopt RJ-45

usB [Ba nopta USB 3.2 Gen 1 (Type-A)
OpuH nopt USB 3.2 Gen 1 (Type-A) ¢ TexHomnorvnen
PowerShare

e OpaunH nopt USB 3.2 Gen 2 (Type-C) ¢ MHTepdencom

DisplayPort 1.4/ Thunderbolt

Ayavo 1 yHMBepCcanbHbI ayamopasbem

Buneo OpauH nopt HDMI 2.0b

MopT aganTepa nutaHus

OavH pa3bem NUTaHNs C COeaNHUTENEM KTHE3O0-THe3[0>»
7,4 MM/0QuH pa3beM nutaHua Type-C

BesonacHocTb

OpnHO rHesno Ans KNMHOBOTO 3aMKa

Pasbem onsa nnatbl

Cnot ans kapTbl Micro-SD
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Ta6nuua 20. BcTpoeHHble NOPThl U pa3beMbl

OnucaHune

3HaueHus

BHyTpeHHuUe:

OpauH pasbem M.2 ¢ kntodom M (2280 unn 2230) ans
TBEPOOTENbHOro HakonuTens

OpavH pasbem M.2 2230 ¢ kntodom E gna WLAN

e OpavH paszbem M.2 2230 ansa TBepAOTENBHOIO HakonuTensi
€eMKOCTbto 128 6anT/256 N6ant/512 GanT

e OpavH pasbem M.2 2280 gnsa TBEpAOTENBHOIO HakonuTens
€MKOCTblo 256 [0anT/512 6ant/1 Toant/2 Toant

e OpwuH pasbem M.2 2280 onsa camowwmndpyemoro
TBEPAOTENLHOr0 HAKONUTENS EMKOCTbIO 256 MoanT/
512 MoanT

@ MPUMEYAHMUE: MoppobHee 0 xapakTepucTmKax pasHbixX
TMNoB nnat M.2 cM. B cTaTbe 6a3bl 3HaHu SILN301626.

CeHcopHas naHenb

Ta6bnuua 21. TexHNYeCKMe XxapakTepUCTUKU CEHCOpPHOM

naHenu

KomnoHeHT TexHU4ecKne xapaKTepucTUKn
PaspelueHne 1221 x 661
Paamepbl e Llunpwura: 101,7 mm (4,00 Aronma)

e BebicoTa: 55,2 mm (2,17 gronma)

MynbTnCeHCOpHBIN BBOA

Mopnepkka 0AHOBPEMEHHOIO KacaHUs NATbIO Nanbuamm

@ NMPUMEYAHUE: JononHuTenbHble CBEAEHUSsI O XecTax
ceHcopHow naHenu gnsa Windows 10 cMm. B cTatbe
6a3bl 3HaHuM MaiikpocodT 4027871 no agpecy
support.microsoft.com.

Ta6nuua 22. NMNoaaep:kMBaeMble KeCTbl

(NepeknoyeHe Mexay BUpTyarnbHbIMU pabodriMmu cTonamm)

MoppepxuBaemble XecTbl Windows 10
MepemelueHne kypcopa MopopepxuBaeTcs
HaxaTtne/kacaHue MonpepxuBaeTcs
HaxaTue n nepetackmaHve MonaepxuBaeTcs
MpokpyTka ABYMSA nanbLamm MopaepxuBaeTcs
CxaTue/pacTsbkeHne AByMSA nanbLamm MopaepxuBaeTca
KacaHve gByms nanbuamu (HaxxaTue npaBow KHOMKW MbILLIKN) MopnepxuBaetcs
KacaHwve Tpems nanbuamm (Bbli3oB KopTaHbl) MopopepxuBaeTcs
MpoBeaeHue no akpaHy Tpemsi nanbLamu BBepx (oTobpaxeHue | MogaepxveaeTcs
BCEX OTKPbITbIX OKOH)

lMpoBeaeHue no akpaHy Tpems nanbLamu BHU3 (oTobpaxeHue | MopnepxmBaeTcs
pabouero cTona)

lMpoBeaeHue no akpaHy Tpems nanbLamu BNpaeo Uiv BreBo MopaepxuBaeTcs
(nepeknoYeHne Mexay OTKPbITbIMU OKHaMM)

KacaHue 4yeTbipbMs Nanbuamu (Bbi30B LieHTpa yBegomnenun) | MNogoepxunsaetcs
lMponucTbiBaHWe YeTbipbMSs NanbLaMy BNEBO U BNpaBo MopaepxuBaeTcs
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Oucnnen

Tabnuua 23. TexHM4YeCcKue XapakTepUCTUKU guUcnres

N3roToBNEHNA NaHenun

LLnpokuia yron o63opa
(WVA)

LLnpokuin yron ob63opa
(WVA)

Lnpokuin yron o63opa
(WVA)

OnwucaHune 3HauyeHus

Tvn Bbicokon yetkoctu (HD) Full High Definition (FHD) [ Full High Definition (FHD) | Full High Definition
(FHD)

TexHonorus

LLinpokuii yron
ob3opa (WVA)

ApkocTb (0Bb14Has) 220 HuT 220 HuT 220 HuT 300 HUT
Paamepbl (nonesHas
obnactb):
BeicoTa 193,6 mm (7,62 grorima) 193,6 mm (7,62 grorima) | 193,6 mm (7,62 arorima) 193,6 MM
(7,62 pronma)
LUnpuHa 344,2 mm (13,55 gronma) 344,2 mm (13,55 gronma) | 344,2 mm (13,55 gronma) | 344,2 mm
(13,55 gronma)
HuaroHans 394,91 mm (15,55 grorima) | 394,91 Mm 394,91 mm (15,55 atorma) | 394,91 Mm
(15,55 grorima) (15,55 grorima)
CobcTBeHHoe 1366 x 768 1920 x 1080 1920 x 1080 1920 x 1080
paspeLueHue
Meranvkcernei 1049 088 2 073 600 2 073 600 2 073 600
Yucno nukcenen Ha 100 141 141 141
aronm (PP
LiseToBast ramma NTSC 45% NTSC 45% NTSC 45% NTSC 72%
KoadbdpuumeHt 500:1 700:1 700:1 700:1
KOHTPacTHOCTU (MUWH.)
Bpewms otknuka (Makc.) | 25 pme 25 Mc 35 MC 35 mc
YacToTa oGHoBNEHUS | B0 My 60 'y 60 Iy, 60 'y

Yron o63opa no
ropusoHTanu

40/40 +/- rpagycos

80/80 +/- rpagycos

80/80 +/- rpagycos

80/80 +/- rpagycos

Yron o63opa no
BepTUKanm

10(BBepx)/30(BHM3) +/-
rpagycos

80(BBepx)/80(BHM3) +/-
rpagycos

80(BBepx)/80(BHM3) +/-
rpagycos

80(BBepx)/
80(BHU3) +/-
rpagycos

LLar nukcenen

0,252 x 0,252 mm

0,179 x 0,179 mm

0,179 x 0,179 Mmm

0,179 x 0,179 Mmm

CEHCOopHas naHerb

MoTpebnsaemas 42 BT 42 BT 4,2 Bt 4,6 Bt
MOLLHOCTb (MaKc.)

AHTUGIMKOBOE AHTMONMKOBOE NOKpbITUE | AHTMONMKOBOE AHTNGNMKOBOE NOKpbITUE | AHTMBNMKOBOE
NoKpLITUE U MsSHUEBast MOKpbITUE noKpbITHE
oTaernka

OnuuoHanbHas HeT HeTt Oa HeTt

TexHU4eckue XapakKTepucTtuku
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KnaBunartypa

Ta6nuua 24. TexHn4YecKkne xapakKTepPUCTUKMU KnaBuaTypbl

KomnoHeHT

TexHuYecKne xapakTepucTuKkn

KonuyecTtso knasuLl

e 102 (CWA v KaHapa)
e 103 (BenukobpuTaHus)
e 106 (AnoHwns)

Paamepbl

MonHopa3mepHas
e PaccrosHue mexay ueHTpamu knasuw X=18,6 mm (0,73")

e VY=19,05 mm (0,75 grorima) paccTosiHNe Mexay LeHTpamMm
Knasw

KnaBuatypa c nogcBeTKon

OnumoHankeHo (¢ noacBeTkon 1 6e3 NoACBETKN)

Packnagka KnaBnaTtypbl

QWERTY

CKaHep oTne4yaTtkoB nasnbueB Ha KHOMKe NuTaHnsA

Ta6bnuua 25. TexHNnYeCKMe XapakTepUCTUKU CKaHepa oTne4yaTKka nanbLa

OnwucaHue 3HauyeHus

TexHonorus gaTymka EMKoOCTHbIN EMKOCTHbIN
PaspelueHne gatunka 363 1/0 500 1/4
Pa3mep gaTtumka B nmMkcensx 76 x 100 108 x 88

yCTpOﬁCTBO YTeHUA OoTrneYvYaTkoB nasibLeB

Ta6bnuua 26. TexHUn4Yeckue XapakKTepuUCTUKN CKaHepa oTrneYvyaTKa nanbua

OnucaHue 3HauveHus
TexHonornsa gaTyunka EMKOCTHbIN
PaspelueHne gatunka 508 1/4
Pasmep gaTtunka B nukcensix 256 x 360

TexHn4yeckue XapaKTepuCcTtukm Aat4ymKoB U IrfIeMEeHTOB yrnpaBJieHUs

Ta6bnuua 27. TexHn4yeckue XapaKTepucTUKn gaTt4yukoB U INIeMEeHTOB ynpaBlieHusA

TexHUYecKne xapakTepucTuku

1. AaTumk cBOOO4HOrO NageHns Ha MaTePUHCKONM nnarte

2. NaTtumk acpcpekta Xonna (pacno3HaeT 3aKpbiTUE KPbILLKK)
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Be3onacHocCTb

Tabnuua 28. TexHMUYeCKMe XapaKTepPUCTUKU CUCTEMbI 6e3onacHOCTU

AnemeHTbI

TexHuYecKne xapakTepucTukn

Mopyns TPM 2.0

WHTerpupoBaH B CUCTEMHYIO nnaTy

YCTPOWNCTBO YTEHNSI OTMNEYATKOB NarbLEeB

HeobsizaTenbHble

CnoT gnst KNMMHOBOIO 3aMKa

Standard (CTaHgapTHO)

MapameTpbl 6e3onacHocTU. KOHTaKTHOE YCTPOMCTBO YTEHUA CMapT-

KapT

Tabnuua 29. KoHTakTHOE YCTPOMCTBO CHUTLIBAHUA CMapT-KapT

OGpalueHue

OnucaHue

YCTpOMUCTBO CUMTbLIBAHUSA CMapT-KapT
Dell ControlVault 3

Mogpepxka nnatel ISO 7816-3 knacca A

YCTPONCTBO YTEHNS C BO3MOXHOCTbLHO
CUMTbIBaHMS CMapT-KapT ¢ NuTaHnem 5 B

[a

Mogpepxka nnatel ISO 7816-3 knacca B

YCTPOWNCTBO YTEHNS C BO3MOXHOCTbLHO
CUMTbIBaHMSI CMapT-KapT ¢ NuTaHnem 3 B

Oa

Mogpepxka nnatbl ISO 7816-3 knacca C

YCTPONCTBO YTEHNS C BO3MOXHOCTbLHO
CYUTbIBAHNA CMapPT-KapT C NUTaHUEM
1.8B

[a

CosmecTtumo ¢ ISO 7816-1

Cneuundukauusa ons yCTpomcTBa YTeHUs

Oa

CosmecTtumo ¢ ISO 7816-2

Creundukaumsa dUsn4ecknx
XapaKTepuCTUK yCTPONCTBa CMapT-
KapT (pa3mMep, pacnonoxeHme ToYek
NOOKNIOYEHNS U T. 4.)

Oa

Mogpepxka T=0

KapTbl nogaepxusatot nepegady gaHHbIX
Ha ypoBHE CMMBOJ10B

[a

Moppepxka T=1

KapTbl nogaepxusatot nepenavy gaHHbIX
Ha ypoBHe ©nokoB

[a

CosmecTtuMocTb ¢ EMVCo

CoBMECTMMOCTb CO CTaHAapTamu
cmapT-kapT EMVCo (ansa

CTaHAapTOB 3MEKTPOHHbIX NNaTexen),
pasMeLLeHHbIMW Ha WWW.emvCo.Com

Oa

CepTtudmumnposaHo EMVCo

dopmanbHO cepTdMUMPOBAHO Ha
OCHOBaHUW CTaHAapTOB CMapT-KkapT
EMVCo

Da

UnTepdenc PC/SC OS

Creundukaums nepcoHanbHOro
KOMMbloTepa/cmapT-KapTbl ANs
WHTEerpaumm annapartHbIX YCTPONCTB
YTEeHWs B cpeay NepcoHarnbHOro
KoMnbloTepa

Oa

CoBmecTtumocTb ¢ gpavisepom CCID

Mopnepxka obLwux apariBepoB Ang
YCTPOWCTBa MHTepdenca BCTPOEHHbIX
neyaTHbIX NnaT Ans ApaiBepoB YPOBHS
OocC.

Oa

CepTtudmumpoaHo ana Windows

YctponcTteo ceptudmumposaHo WHCK

[a

CoemecTtumo c¢ FIPS 201 (PIV/HSPD-12)
yepes GSA

YCTpONCTBO COBMECTUMO C
TpeboBaHusamu FIPS 201/PIV/HSPD-12

[a

TexHU4eckue XapakKTepucTtukun

21



I'Iapameprl 6e3onacHOCTU. BeCKOHTaKTHbIU CYUTLIBaTESb cCMapT-

KapT

Tabnuua 30. BeCKOHTaKTHbIN CYUTbIBaTeNb CMapT-KapT

OGpalueHue

OnucaHue

BeckoHTakTHOe YyCTPOMCTBO
cYUTbIBaHUA cmapTt-KapT Dell
ControlVault 3 c NFC-moaynem

Moppepxka kapT Felica

YCTPONCTBO YTEHUS 1 NPOrpaMMHoOe
obecneyeHne ona NOAAEPKKN
BeckoHTakTHbIX KapT Felica

Oa

Mopaepxka kapT ISO 14443 Type A

YCTPONCTBO YTEHUS N NPOrpaMMHOe
obecneyenne ons NOAAEPKKN
B6eckoHTaKkTHbIX KapT ISO 14443 Type A

Oa

Moppepxka kapT ISO 14443 Type B

YCTPONCTBO YTEHUSI N NPOrPaMMHOe
obecneveHve Anst NOAAEPXKKN
©eckoHTaKTHbIX KapT ISO 14443 Type B

Oa

NCO/M3K 21481

YCTPOWCTBO YTEHUSI U NPOrPaMMHOE
obGecneyeHve ans noaaepxkn
BGECKOHTaKTHbIX KapT 1 Kroyen
©6e30MacHOCTU, COBMECTUMBIX CO
ctaHgapToMm NCO/M3K 21481

Oa

NCO/M3K 18092

YCTPOWCTBO YTEHUSI U NPOrPaMMHOE
obGecneyeHve ans nogaepxkn
BECKOHTaKTHbIX KapT 1 Kro4en
6e30MacHOCTU, COBMECTUMBbIX CO
ctaHgapToMm MCO/M3K 21481

Oa

Moppepxka kapt ISO 15693

YCTPOWCTBO YTEHUSI ¥ NPOrpaMMHoe
obecneyeHne onst noaaepxKm
BGecKoHTaKkTHbIX kKapT ISO 15693

Da

Moponepxka metkn NFC

MoppnepxmBaeT YteHne n obpaboTky
UHopMaLmn meTkn, coBmectumon ¢ NFC

Oa

Pexum yctponctea uteHns NFC

Moppepxka pexxuma yCTpoMCTBa YTEHMS,
onpegeneHHoro NFC Forum

Oa

Pexum yctponctsa 3anucm NFC

Mopoepkka pexxuma ycTpoucTBa 3anucuy,
onpegeneHHoro NFC Forum

[a

Pexxum ogHopaHrosown cetn NFC

Mopnepxka pexxuma ogHOPaHroBOW CeTH,
onpegenexHHoro NFC Forum

Oa

CosmecTtMocTb ¢ EMVCo

CoBMeCTMMOCTb CO CTaH4apTamun cMapT-
kapT EMVCo, pasmeLLeHHbIMK Ha
WWW.emvco.com

Oa

CepTudmumposaHo EMVCo

dopmanbHO cepTUdPULMPOBAHO Ha
OCHOBaHWW CTaHOApPTOB CMapT-KapT
EMVCo

Da

UnTepdenc NFC Proximity OS

Mepeuncnset yctporictea NFP (Near
Field Proximity) ana ncnonb3osanusi B OC

Oa

WnTepderic PC/SC OS

Cneumndukauusa nepcoHarnbHOro
KOMMbtoTepa/cMapT-KapThl Ans
WHTEerpaumm annapartHbIX YCTPONCTB
YTeHus B cpeay NepcoHanbHoro
KOMMbtoTepa

Oa

CoBmecTMMOCTb ¢ gpansepom CCID

Mopnoepxka obLWmux apariBepoB ang
YCTPOWCTBA UHTEepperica BCTPOEHHbIX

[a

22 TexHuyeckne xapakTepUCTUKU




Ta6nuua 30. BeCKOHTaKTHbIN CYMTbIBaTeNlb CMapT-KapT (MpoJosikeHue)

OGpalieHue OnucaHue BecKkoHTaKTHOe yCTPOMCTBO
cyuTbiBaHUA cmapT-KapT Dell
ControlVault 3 c NFC-moaynem

neyvyaTHbIX nNnaT gna npaVlBepos YPOBHA

oC

CepTudmumposaHo ans Windows YcTtponctso ceptudmumposaHo Microsoft | [a
WHCK

Mopaepxka Dell ControlVault YcTponcTteo noakntodaetcs k Dell Oa

ControlVault gns ncnonb3oBaHnsa n
06paboTku AaHHbIX

@l NMPUMEYAHUE: BeckoHTakTHble kapTbl 125 k'L HE NoaaepXMBaOTCS.

Ta6nuua 31. NopgpepxmBaemble KapThbl

MpoussoauTtenb MnaTa MopaepxkuBaetcs
HID Mnata jCOP readertest3 A (14443a) Oa

1430 1L

DESFire D8H

iClass (NpexHux Bepcuit)

iClass SEOS

NXP/Mifare Mnatbl Mifare DESFire 8K White PVC Oa

MnaTtbl Mifare Classic 1K White PVC

Mnata NXP Mifare Classic S50 ISO

G&D idOnDemand — SCE3.2 144K Oa
SCEB.0 FIPS 80K Dual+ 1 K Mifare

SCEB.0 nonFIPS 80K Dual+ 1 K Mifare
SCEB.0 FIPS 144K Dual + 1K Mifare

SCEB.0 nonFIPS 144K Dual + 1 K Mifare

SCE7.0 FIPS 144K

Oberthur idOnDemand — OCS5.2 80K Oa
Mnata ID-One Cosmo 64 RSA D V5.4 T=0

MporpamMmmbl o6ecnevyeHnst 6e3onacHOCTU

Ta6nuua 32. TexHu4yeckme xapakrtepuctukm MO ana obecneyeHusa 6e3onacHOCTU

TexHuuyeckue XapakTepUucTuku

MakeT Dell Client Command

OnuwmoHanbHoe MO Dell Data Security and Management
MakeT Dell Client Command

Dell BIOS Verification

OnuuoHanbHoe MO Dell Endpoint Security and Management
VMware Carbon Black Endpoint Standard

VMware Carbon Black Endpoint Standard + Secureworks Threat Detection and Response

TexHU4eckue XapakKTepucTtuku
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Ta6nuua 32. TexHn4yeckue xapakrepuctuku MO ana o6ecneyeHnsa 6ezonacHoCcTU (MPOAOCIHKEHUE)

TexHUYecKkue xapakTepucTUKu

Dell Encryption Enterprise

Dell Encryption Personal

Carbonite

VMware Workspace ONE

Absolute® Endpoint Visibility and Control
Netskope

Dell Supply Chain Defense

YcnoBusa JKcnnyaTtaunm KOMnbroTepa

YpoBeHb 3arpssHsaowWmnx BewecTs B atmocdepe: G1, kak onpeaeneHo B ISA-S71.04-1985

Tabnuua 33. YcnoBus akcnnyaTauum KOMnbOTEpa

OnucaHune

Mpwu paboTe

Mpwu xpaHeHnn

[nana3oH TemnepaTyp

OT1 0 po 35 °C (ot 32 o 95 °F)

Ot -40 po 65 °C (ot -40 po 149 °F)

OTHOCUTENbHast BNAXXHOCTb (Makc.)

O110% po 80% (6e3 obpasoBaHus
KOHOeHcaTa)

OT 0% Ao 95% (6e3 obpasoBaHus
KOHOeHcaTa)

Bubpauus (makc.)”

0,26 GRMS

1,37 GRMS

YnapHas Harpyska (MakcumarnbHas)

105 Gt

40 Gt

BbicoTa Hag ypoBHEM mMops (Makc.)

Ot 0 go 3048 m (ot 0 go 10 000 chyTOB)

ot Om 7o 10 668 m (ot O go 35 000
dyTOoB)

* MamepeHo C ucnonb3oBaHWeM CrnekTpa Cﬂy‘-laﬁHle konebaHui, UMUTUPYHOLLIMX yCIOBUA paGOTbI nonb3oBartens.

T VlsmepeHo C ncnosib3oBaHnem nonycuHyconaanbHOro umnynbca AnuTernibHOCTbo 2 MC BO BpemMa paGOTbI XKeCTKOro gucka.

NMonuTtnka noanepKku

[ononHMTenNbHbIE CBEAEHMS O NONUTUKE NOAOEPXKKM CM. B cTaTbsAX 6a3bl 3HaHMi PNP13290, PNP18925 n PNP18955.
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https://kb.dell.com/infocenter/index?page=content&id=PNP13290
https://kb.dell.com/infocenter/index?page=content&id=PNP18925
https://kb.dell.com/infocenter/index?page=content&id=PNP18955

[MporpammMHoe obecneyvyeHue

B aTow rnase onuncaHbl nogaepXueaemblie onepaunOHHbIe CUCTEMbI U MOPALOK YCTaHOBKA ,u,pa|7|BepOB.

3arpy3ka gpansepoB ana Windows

OencTtBus

1.

2.
3.

©® N oA

BkniounTe HOyTOYK.

Meperiaute Ha Be6-y3en Dell.com/support.

BbiGepuTe pasgen Texnoaaepka NpoayKTa, BBEAWTE CEPBUCHBIN Ko HOYTOYKa U LenkHUTe OTNpaBUTb.

@ NMPUMEYAHUE: Ecnun y Bac HET CEPBUCHOIO KOAa, MCNONb3ynTe PYHKLMI0 aBTOMaTUYECKOro 06HapyXeHns unm
BbINOMHMUTE 0030p ANA Ballen Moaeny HoyTbyka Bpy4HYH.

LLlenkHuTe Ha Drivers and Downloads ([paiBepbl 1 3arpy3ku).

BbibepuTe onepaumoHHy CUCTEMY, YCTAHOBIIEHHYIO Ha HOYTOYkKe.

MpokpyTuTe cTpaHmuy BHU3 1 BbibepuTe apanBep ANs YyCTaHOBKM.

LLlenkHnTe Download File (3arpy3nTb dain), 4tobbl 3arpy3nTb ApanBep A5 Bawwero HoyToyka.
Mocne 3aBepLueHns 3arpy3ku nepenaute B nanky, rae obin coxpaHeH dann gpaneepa.
[Baxabl HAXXMUTE Ha 3HaYOK harina gparvisepa u criegynTe ykasaHusM Ha SKpaHe.
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HacTtpounka cuctembl

N3MeHATbL HAacTPOMKKN B NporpamMmme HacTpoiku BIOS MOXHO TOJNbKO ONbITHLIM NOSIb30BaTeNsiM.
HekoTopble U3MeHeHUs1 MOTyT NPUBECTU K HenpaBUIbLHON paboTe KoMNbIOTepa.

@ NMPUMEYAHMUE: lMNMepepn ncnonb3oBaHneM nporpammbl HacTpoinkn BIOS pekomeHayeTcs 3anncatb AaHHbIe Ha 3KpaHe
nporpammbl HacTpowkn BIOS ons ncnonb3oBaHus B anbHENLEM.

Mcnonb3ynte nporpammy HacTporiku BIOS B crniegyrowmnx Lensx:

e rosnyyeHve nHopmaummn o6 06opyaoBaHMKN KOMMNboTepa, Hanpumep 06 o6beMe onepaTUBHON NaMATH U EMKOCTM XKECTKOrO
avcka;

n3MeHeHne MHopMaLmnm 0 KOHUrypaumm CUCTeMBI;

YCTaHOBKa U UsMeHeHne noJib3oBaTesiIbCKUX NapamMeTpoB, TaknX KaK naposnb nonb3oBaTtend, TMn yCTaHOBJ1EHHOIO XXeCTKOro
AWNCKa, BKNK4YeHne Unm BblKNn4YeHne OCHOBHbIX yCTpOIZCTB.

MeHIo 3arpy3sku

Haxmunte <F12> nocne Toro, kak nosisutcsi norotun Dell, 4Tobbl MHULMMPOBATb MEHIO OQHOKPATHOM 3arpyskm co crmckom
AonyCTUMbIX yCTpOVICTB 3arpys3kuy ona CUCTeMbl. B 3T0 MeHI0 TakKe BKMOYEHbI NTAapaMeTpbl ANAarHOCTUKN U HacTpolrku BIOS.
MNepeyeHb yCTpOVICTB B 3TOM MEHIO 3aBUCUT OT COCTaBa 3arpy304HbIX yCTpOVICTB B cucteme. 10 MEHI0 y,ElO6H0, ecnu
npegnpunHMmMaeTca nonbiTKa BbINONTHUTL 3arpy3Kky € onpeaesieHHoro yCTpOIZCTBa 1N Bbi3BaTb AWArHOCTUKY A4 CUCTEMBbI.
Mcnonb3oBaHne MeHKo 3arpysku He NpnBOOUT K USMEHEHUAM NocrnenoBaTesibHOCTU 3arpy3ku, coxpaHeHHou B BIOS.

[ocTynHble napameTpsbl:
e 3arpyska c UEFI:
o MeHepxep 3arpysku Windows
e [lpyrne napameTpsbl:
o Hactpowika BIOS
o O6HoeneHue dnaw-namsaTm BIOS
o [OwnarHocTtuka
o W3mMeHUTb HacTpOMKM pexuma 3arpysku

Knasuwmn HaBurauum

@ NMPUMEYAHMUE: [ns 6onbluMHCTBA NapaMeTpoB NporpamMmmbl HACTPOMKN CUCTEMbI, BCe caenaHHble Nonb3oBaTtenem
N3MEHEHUS PErMCTPUPYIOTCA, HO HEe BCTYNaloT B CUNY A0 nepes3arpy3ku CUCTEMbI.

KnaBuwun HaBurauus

CTtpenka BBepx MepemeluaeT Kypcop Ha npeabigyLuee none.

Crtpenka BHU3 [MepemeluaeT Kypcop Ha cnegyolLee none.

Beop Mo3sonseT BbIOpaTh 3Ha4YeHNe B BbIGpaHHOM none (ecnu NPUMEHUMO) UK MPOWTK NO CCbINKE B Mone.
KnaBuwa PasBopauuBaeT nnv ceopaynBaeT packpbiBalOLWUIACS CIUCOK (€CNN NPUMEHNUMO).

npob6ena

Bknapka MepemeluaeT kypcop B crnieaytoLyto obnacTtb.

KnaBuwa Esc Ob6ecneurBaeT nepexoa K npeabiayLlen ctpaHuue Ao NosiBNeHns OCHOBHOIO akpaHa. [pu Haxatum

Knaeuwwm Esc Ha OCHOBHOM 3KpaHe OTO6pa)KaeTCF| coobuieHuve, B KOTOPOM npeanaraeTcda CoXxpaHuUTb Bce
HeCOXpaHeHHble N3MEeHEeHNA N nepe3anyCcTuTb CUCTEMY.
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NocnegoBaTeNIbHOCTbL 3arpy3Ku

dyHKkumnsa Boot Sequence no3sonsdeT nonb3oBaTensMm 0601ty NnocneoBaTeNbHOCTb 3arpy3ku C YCTPOMCTB, YCTAHOBIEHHYIO B
nporpamMmmMe HaCTPOMKM CUCTEMBbI, U BbIMOJTHUTL 3arpy3ky cpasy ¢ KOHKPETHOro YCTPOMCTBA (HanpmMMep, ¢ ONTUYECKOro Unu
XeCTKoro gucka). Bo Bpems camonpoBepky npu BkntodeHumn nutanns (POST), noka otobpaxaeTtca norotun Dell, MOXXHO caenatb
cnepayoulee.

e BonTn B nporpammy HaCTpOMKU CUCTEMbI HaXXaTueM Krnasuwim <F2>

e Bbi3BaTb MEHI0 OQHOKPATHOM 3arpy3ku HaxxatueM knasuwm F12.

MeHto ogHOKpaTHOM 3arpy3ku oTobpaxkaeT AOCTYMHbIE A1 3arpy3ky YCTPONCTBA, a Takke PYHKUMI0 AMArHOCTUKN. [JoCTynHble
YHKLMM B MEHIO 3arpy3Ku:

Removable Drive (if available) (CbeMHbIN AWCK (eCnn TaKOBOW AOCTYMNEH))
STXXXX Drive (Onck STXXXX)

®| MPUMEYAHUE: XXXX 0603Ha4aeT Homep Hakonutens SATA.
Optical Drive (if available) (OnTuyeckmin amck (ecnv AOCTYMNHO))

XKectkuin guck SATA (Npu Hann4um)
OnarHocTtuka

®| MPUMEYAHME: Mpu BbiGope nyHkTa Diagnostics otobpasnTcs akpaH ePSA diagnostics.

M3 akpaHa nocrnenoBaTesibHOCTM 3arpy3ku TakKe MOXKHO BOWTW B MPOrpammMy HacTpoiku CUCTEMbI.

[MapamMeTpbl HACTPOMNKU CUCTEMbI
@®

MPUMEYAHME: B 3aBMCUMMOCTM OT NnaHLWweTakoMnbioTepaHoyTbyka 1 yCTaHOBIEHHbIX B HEM YCTPOWCTB YKasaHHbIE B
[aHHOM pasfene NyHKTbl MEHIO MOTyT OTCyTCTBOBATb.

O6uwue napameTpbl

Ta6bnuua 34. «O06wme»

MapameTp OnucaHue

System Information OTtobpaxaeTcs criegytoLlast nHdopmauums:

e System Information: otobpaxatotcs BIOS Version, Service Tag, Asset Tag, Ownership
Tag, Manufacture Date, Ownership Date 1 Express Service Code.

e Memory Information (CBegeHus o namsaT): oTobpaxatotcas Memory Installed
(YcTtaHoBneHHas namMaTb), Memory Available (JocTtynHas namsaTb), Memory Speed
(BbicTpopgencTBme namaTn), Memory Channel Mode (Pexxum kaHanoB namsitu),
Memory Technology (TexHonorusa namsatu), DIMM A Size (Pa3mep namsaTu B cnote
DIMM A) n DIMM B Size (Paamep namaTtu B cnote DIMM B).

e CBeaeHust o npoueccope: oTobpaxatotcs Processor Type (Tun npoueccopa), Core
Count (KonuyectBo sinep), Processor ID (UpeHTudmkatop npoueccopa), Current
Clock Speed (Tekywas TakroBas 4yactorta), Minimum Clock Speed (MuHnmanbHas
TakToBas 4yactorta), Maximum Clock Speed (MakcumanbHas TakToBas 4yacTtoTa),
Processor L2 Cache (Kaw BTOpOro ypoBsHsi npoueccopa), Processor L3 Cache (Kaw
TpeTbero ypoBHsi npoueccopa), HT Capable (Moanepxka cbyHkuun HT) n 64-Bit
Technology (64-pa3psaHas TexHonorus).

e Device Information: otobpaxatotcst Primary HDD, M.2 PCle SSD-0, LOM MAC Address,
Video Controller, Video BIOS Version, Video Memory, Panel type, Native Resolution,
Audio Controller, Wi-Fi Device n Bluetooth Device.

Battery Information OTobpaxaeTcs cocTosiHMe paboTocnoCoBHOCTN akKyMynaTopa v MHpopmaL s, yCTaHOBNEH N
apanTep nepeMeHHoro Toka.

MocnepoBatenbHoCTb 3arpy3ku | Mo3BonsieT onpeaennTb NOpPsSAOK, B KOTOPOM OCYLLECTBSIOTCS MOMbITKA HANTW OnepaunoHHyo
CMCTEMY Ha YCTPOWCTBAX, yKa3aHHbIX B CMMCKE.

UEFI Boot Path Security OTOT NapameTp No3BONSIET ONpPeAenuTb, byaeT Ny cuctema 3anpallnBaTh Y Nofb3oBaTens
naponb agMuHUcTpaTopa npu 3arpy3ke no nytu UEFI n3 meHto 3arpyskm F12.
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Tabnuua 34. «O6wme> (NpoaomkeHune)

MapameTp

OnucaHune

e Always, Except Internal HDD (Bcerga, 3a ucknio4eHnem BHyTPEHHEro XXeCTKOro aucka) — no
yMOn4aHuto

Always, Except Internal HDD&PXE
Always (Bcerga)
Never (Hukorga)

Date/Time

Mo3BonsieT YCTaHOBUTb AaTy N BpeMA. VI3MeHeHNss CUCTEMHON aTbl U BPEMEHMU BCTynakT B
cuny HemeaneHHo.

CBeneHus o cucreme

Ta6nuua 35. System Configuration (KoHdurypaumsa cuctemsol)

MapameTp

OnucaHue

Integrated NIC

Mo3BonsieT HaCTPOUTb BCTPOEHHbIN KOHTPOMNEP NOKaNbHOWM CETW.

e Disabled (OTKNOYEHO) — BCTPOEHHbIN KOHTPOMMEP NOKanbHOW CeTW OTKIOYEH N HE BUAEH
ONs onepaLnoHHON CUCTEMBI.
Enabled (Bknto4yeHO) — BCTPOEHHbIN KOHTPOMNEP NOKarnbHOM CETU BKIOYEH.

Enabled w/PXE (BkntoyeHo ¢ ucnonb3oBaHmeM PXE) — BCTPOEHHbI KOHTpOnep
noKanbHOWM CeTH BKIHOYEH (C 3arpy3kort PXE). 3ToT BapmnaHT BbIGpaH Mo yMonyaHuio.

SATA Operation Mo3BonsieT HaCTPOUTb PEXMM pPaboTbl BCTPOEHHOIO KOHTPOSiEpa XXeCTKUX ANCKOB.

e Disabled (OTknto4eHO) = KOHTponnepbl SATA CKpbITbI

o AHCI — SATA-koHTpoOnnep HacTpoeH ansi pabotbl B pexvme AHCI

e RAID ON = SATA HacTpauBaeTcs ansi nogaepxku pexumma RAID (BbIOpaHo Mo ymonyaHuio)
Drives [Mos3BonsieT BkNtoYaTb UNK OTKMNOYaTb PasnnyHble ANCKU U AUCKOBOAbI, YCTAHOBMEHHbIE B

KOMMbloTEpE.

o SATA-2 (BKMOYEHO NO YMONYaHWIO)

e M.2 PCle SSD-0 (TeepgoTenbHbin Hakonutens M.2 PCle SSD-0) — Bkmto4eHo no
YMOMYaHuo

Smart Reporting

OT0 none onpeaenseT, OyayT Ny BelgaBaTbCcsa coobLeHns 06 omnbkax BCTPOEHHbIX XXECTKUX
OUCKOB BO BpeMs 3anycka cuctemsl. [lapameTp Enable Smart Reporting option (Bknountb
BbiBOoA4 coo6wweHnt SMART) No yMONYaHUIO OTKITHOYEH.

USB Configuration
(KoHdpurypauus USB)

[Mo3BonseT BKAOYATb UM OTKIKOYaTh BCTPOEHHbIN KOHTponnep USB.
e Enable USB Boot Support (Bkntounte nogaepxky 3arpysku ¢ USB)
e FEnable External USB Port

Bce napameTpbl BKIHOYEHbI NO yMOn4aHuto.

Thunderbolt Adapter
Configuration

OTOT pa3gen No3BossieT HAaCTPOUTb KOHpUrypauuto agantepa Thunderbolt.
Thunderbolt — BkrO4eHO Mo yMonyaHuio

Enable Thunderbolt Boot Support — oTkIto4YeHo

No security — OTKJTHOYEHO

User configuration — BKHOYEHO NO YMOMYaHUio

Secure connect — OTKNIOYEHO

DisplayPort and USB Only — oTknto4eHo

USB PowerShare

OTOT NapamMeTp CNy>XUT Anst HACTPOMKN pexxunma paboTbl pyHkumMn USB PowerShare.
e FEnable USB PowerShare — OTKMO4YEHO MO YMOMYaHuto

3Ta hyHKUMSA NO3BONSIET NONb30BATENSIM 3apshkaTh BHELLIHWE YCTPOUCTBA, Hanpumep
TenegOoHbl U NOPTaTUBHbIE My3blKanbHbIE MPOUrpbIBaTENU, UK obecneymBaTb UX
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Tabnuua 35. System Configuration (KoHdurypaums cuctemsbl) (npoporikeHue)

MapameTp OnucaHue
3NeKTponuUTaHne, NCMosb3ys HAKOMMEHHYIO 3HEPIUI0 CUCTEMHOIO akKyMyrnsTopa, Yepes nopT
USB PowerShare Ha HOyTOyke, Moka HOYTOYK HaXOAUTCS B CMSILLEM PeXUME.

Audio Mo3sonseT BknOYaTh UMK OTKMOYaTb BCTPOEHHbBIN ayanokoHTponnep. Napametp Enable

Audio (Bkntountb ayamo) BeiGpaH no ymonyaHumio.
e Enable Microphone (Bkntountb MUKPOKOH)
e Enable Internal Speaker (BknounTb BCTPOEHHbIV ANHAMUK)

Ob6a napameTpa BKMOYEHbI MO YMOYaHUIO.

Keyboard lllumination

B atom none MoxHO BbIGpaTh pexumM paboTbl hyHKLMU NOACBETKN KNaBnaTypbl. YpOBEHb
APKOCTW NOACBETKM KNaBmaTypbl MOXHO YCTaHOBUTL B AnanasoHe ot 0 o 100%. [JocTynHble
napameTpbil:

e Disabled (OTkMOYEHO)

e Dim (Tyckno)

e Bright — BKIMOYEHO MO YMOYaHUo

Keyboard Backlight Timeout on
AC

Bpemsi oxunpgaHus 3aTeMHeHNUs NOACBETKU KnaBmaTypbl NPW NUTaHUM OT UCTOYHUKA
NnepemMeHHOro Toka. ATOT napameTp He BNUSET Ha OCHOBHYH (DYHKLMIO NOACBETKM KNaBUaTypbl.
OcselueHne KnaBuaTypbl NPOAOIHKMT NOAAEPKMNBATE PA3NUYHbIE YPOBHU OCBELLEHUS. DTOT
napameTp AeWCTBYET, Koraa noAcBeTka BKMoYeHa. [JocTynHble napameTpbl:

5¢

10 sec — BKINIOYEHO MO YMONYaHUio
15¢c

30c

1 MUH

5 MUH

15 MUH

Never (Hukorga)

Keyboard Backlight Timeout on
Battery

Bpems oxungaHusa 0o OTKAYEeHUSA NOACBETKN KnaBuaTypbl Npy NUTaHNN OT aKKyMyrndaTopa.
oToT napamMeTp He BIIndeT Ha OCHOBHYIO C*)yHKLI,VIIO noACBETKMN KnaBuaTypbl. OcBelueHne
KnaBunaTtypbl NPOAOITDKUT NnoaaepXnBaTb pasiiniHble YPOBHU OCBELLEHUA. oToT napamMeTp
ﬂeVICTByeT, Koraa noacBeTKa BKIKo4YeHa. ,D,OCTyI'IHbIe napamMeTpbl:

5c

10 sec — BKIOYEHO MO YMOSTHaHWUIO
15¢c

30c

1 MWH

5 MUH

15 MyH

Never (Hukorga)

Unobtrusive Mode

e Enable Unobtrusive Mode (OTKIMHOYEHO MO YMOSYaHuio)

Ecnn 3T0T napameTp BKNtoYeH, HaxaTue knasuw Fn+SHIFT+B oTknoyaeT BCe MCTOYHUKN
CBeTa 1 3ByKa B CUCTEME.

HaxmuTe knasuwm Fn+SHIFT+B, 4To6bl BEPHYTLCS B 0OLIYHbBINA PEXUM.

Miscellaneous Devices

Mo3BonsieT BkMOYaTh UMK OTKIOYaTL CriedytoLme yCcTponcTea:

Enable Camera (Bkmountb kamepy): napameTp BKIHOYEH MO YMONYaHUIo
Enable Hard Drive Free Fall Protection (BKNto4YeHO No yMOMN4aHuio)
Enable Secure Digital (SD) Card (BKMO4€HO N0 YMONYaHMio)

Secure Digital (SD) Card Boot

Secure Digital (SD) Card Read-Only Mode (Pexwum "Tonbko YteHune" ans kapTbl Secure Digital
(SD))
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Tabnuua 35. System Configuration (KoHdurypaums cuctemsbl) (npoporikeHue)

MapameTp

OnucaHune

MAC Address Pass-Through

e System Unique MAC Address (OTKMOYEHO MO YMOMYaHMIO)
e Integrated NIC 1 MAC Address (MAC-agpec BCTpOEHHOM ceTeBon nnatbl 1)
e Disabled (OTkNOYEHO)

OT1a dyHKUMA 3aMeHsieT BHelwHMn MAC-agpec ceTeBoi nnaTol (B nogaepXnsaemom
CTbIKOBOYHOM MOZyIe UNn nepexogHuke) Ha BbibpaHHbli MAC-aapec 13 cuctemsl. o
YMOMYaHuo ycTaHaBNMBaEeTCsi UCrnonb3oBaHue TpaHantHoro MAC-agpeca.

Video (Bupeo)

MapameTp OnucaHue

LCD Brightness [Mo3BonsaeT HacTPOUTb APKOCTb AMCNIES B 3aBUCMMOCTU OT UCTOYHMKA MUTaHUS: akkyMynsaTopa unm
NCTOYHMKa NepeMeHHOoro Toka. ApkocTb XKK-aucnnes He 3aBUCUT OT akkyMynaTopa v agantepa
nepemMeHHoro Toka. Ee MOXXHO HacTpoMTb C MOMOLLbIO MNON3YHKa.

®| MPUMEYAHME: MapameTpbl n3o06paxeHnss oTobpaxkatoTcs TONbKO NPU YCTaHOBKE B KOMMbIOTEP BblAENEeHHON BuaeoKkapTbl.

Security (be3onacHocCTb)

Tabnuua 36. Security (besonacHocTb)

MapameTp

OnucaHue

Admin Password

Mo3BonsieT yCTaHaBnnBaTb, UBMEHATb N yOanATb Napofib agMUHUCTpaTopa.

System Password

MosBonsieT yCTaHaBnnBaTb, UBMEHATb N yOaANATb CUCTEMHbIN naponb.

Internal HDD-2 Password

oTort napamMeTp No3BONAET yCTaHaBIMBaTb, UBMEHATb NN yaanATb naposnb ANd BHYyTPEHHEro
XeCTKOro amcka CUCTeMbl.

Strong Password

oToT napamMeTp NO3BOJNIAET BKIHOYATb UJTN OTKINMKOYaTb HaAEeXHble Naponin Ana KoMmnbloTepa.

Password Configuration

Mo3BonsieT YCTaHOBUTb MUHUMaAlbHOE U MaKCMMalibHOe YNCIT0O CUMMBOJSIOB 4114 Napond
agMUHUCTpaTopa 1 CUCTEMHOro napons. YMcno CMMBOSIOB MOXET ObITb 0T 4 go 32.

Password Bypass

ATOT NapameTp No3sonsieT 0GONTU NPUrNALLEHNSA K BBOAY CUCTEMHOIO (3arpy304HOro) napons
1 Napons BCTPOEHHOTO eCTKOro Ancka Bo Bpemsi nepesarpyskii CUCTeMb!.

e Disabled (OTkno4eHO): Bceraa 3anpalumeaTb BBOA CUCTEMHOIO Naporns U napons
BCTPOEHHOr0 XXECTKOro AMNCKA, €Crv TaKoBble YCTAHOBMNEHbI. OTa PYHKLMSA BKIOYEHA Mo
YMOSYaHUIO.

o Reboot Bypass (O6xoa npv nepesarpyske): 06xo4 npurnalleHunin K BBogy naponen npu
nepesanyckax («ropsaymx» nepesarpyskax).

@ NMPUMEYAHUE: Cuctema obs3atensHo OyaeT BblgaBaTh 3anpoc Ha BBOA
YCTaHOBIIEHHOIO CUCTEMHOIO NAapoNs 1 NAapons 3awuTbl BCTPOEHHOIO XECTKOro Amcka
Npu BKIMOYEHUN NUTAHNA U3 BbIKMIOYEHHOIO COCTOSHNSA (T. H. «XOnogHas 3arpyska» ).
Kpome Toro, cuctema 6yaeT BblgaBaTh 3anpoc Ha BBOA naporen nobbix eCTKUX AUCKOB,
ycTaHaBnMBaembIx B Nob6oe Moaynb paclunmpeHms.

Password Change

,D,aHHbIVI napameTp No3BONdeT paspeLlnTb Unn 3anpeTntb N3MeHeHne CUCTEMHOIo Napona n
napona XecTkoro Aucka, ecnm yctaHoBlieH naposib agMUHUCTpaTopa.

Allow Non-Admin Password Changes (Pa3pewnTb U3MeHeH1e naponen NMLomMm, He
ABNAKOWMMCA aAMUHUCTPATOPOM): 3Ta PYHKLIMSA BKIOYEHA NO YMOMYaHMIO.

UEFI Capsule Firmware Updates

OTOT napameTp onpegensieT, byaeTt nu cuctema pasperuatb 06HoBneHus BIOS ¢ noMoLLbo
naketoB o6HoBneHus UEF| Capsule. 3ToT napameTp BbIGpaH no ymonyaHuio. OTknoyYeHne
aToro napameTpa 6yaet 6nokmpoBaTb 06HOBREHNS BIOS oT Takux cnyx6, kak LieHTp
obHosneHus Windows u Linux Vendor Firmware Service (LVFS).
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Tabnuua 36. Security (Be3onacHocTb) (MpoAomKeHne)

MapameTp

OnucaHune

TPM 2.0 Security

Mo3sBonsieT KOHTPONMPOBATL AOCTYMNHOCTL AOBEPEHHOro NnaTdopmMeHHoro moayns (TPM) ans
onepawunoHHON CUCTEMBI.

TPM On (cyHkumnsa TPM BkntoyeHa) (N0 yMOnYaHuio)

Clear (OumctuTb)

PPI Bypass for Enable Commands (06xoa PPl ansi Bknto4YeHus komaHz,)
PPI Bypass for Disable Commands (06xoa PPl 4ns oTKnio4YeHns KomaHa)
PPI Bypass for Clear Commands (O6xoa PPl ana c6poca komaHz)
Attestation Enable (BknounTb atTecTtaumio) (Mo yMONYaHuio)

Key Storage Enable (Bknountb xpaHunuiue knoyen) (Mo yMOnYaHuio)
SHA-256 (no ymonyaHuio)

BbibepuTe 0aMH U3 BapMaHToB.

e Disabled (OTKkMO4EHO)
e FEnabled (BkntoyeHo) (No ymonyaHuio)

Absolute

OTO none No3BonseT BKIOYUTL U OTKIMIOYNTb BPEMEHHO UMM OKOHYATENbHO UHTEPdENC
moayns BIOS onunoHansHom cnyx6bl Absolute Persistence Module oT Absolute Software.

e [Enabled — aTOT BapuaHT BbIGpaH No yMon4yaHuto.
e Disabled (OTknoYeHO)
e Permanently Disabled

OROM Keyboard Access

OTOT napameTp No3BonseT onpeaenvTb, AOCTYNEH Ny Nonb3oBaTensam Bxod B MeHto Option
ROM Configuration (KoHdwurypaumsa gononHutensHoro M3Y) ¢ NoMOoLLbIo ropsiumx KnasuLl BO
BpEMS 3arpysku.

e Enabled (BknoyeHo) (MO yMOnYaHUio)

e Disabled (OTKMO4YEHO)

o One Time Enable (BkntounTb Ha oavH pas)

Admin Setup Lockout

Mo3BonsieT NnpeaoTBPaTUTL BXOA NONb30BaTENel B IPOrpamMmmy HaCTPOMKN CUCTEMBI, €CU
yCTaHOBIIEH Napofb aAMUHUCTPaTopa. ATOT NapameTp NO YMOMYaHUIO He YCTaHOBIIEH.

Master Password Lockout

Mo3BoNAET OTKMNIOUMTL NOAAEPXKKY OCHOBHOIO Napons. MIsMeHWUTb aTOT napameTp MOXHO
TOMbKO MOCIEe yaaneHusi Napornemn XeCTKUX OUCKOB. DTOT napaMeTp Mno YMOMYaHUIo He
YCTaHOBHEH.

SMM Security Mitigation

Mo3BongeT BKMoYaTh UMK OTKMYaTb AOMONHUTENbHbIE CPEACTBA AN YCTPaHEHWS yrpo3
6esonacHoctn UEFI SMM. OTOT napameTp No yMOMYaHUO He YCTaHOBIIEH.

Secure Boot (be3onacHas 3arpy3ka)

Ta6bnuua 37. Secure Boot (be3onacHas 3arpy3ka)

MapameTp

OnucaHue

Secure Boot Enable (besonacHas
3arpyska BKIo4YeHa)

Mo3sonseT BknoYaTb UM OTKMOYaTh PYHKLMIO 6e30nacHON 3arpy3ku
e Secure Boot Enable (besonacHas 3arpyska BkrnoyeHa)

MapameTp He BbIGpaH.

Secure Boot Mode

Mo3sonsieT n3ameHnTb NoBeAeHne 6e30nNacHoOn 3arpy3ku, paspeLuas oueHMBaTh Unm
NPUHYAUTENBHO NPUMEHSATL LmdpoBble noanucy aparisepos UEFI.

e Deployed Mode (Pa3BepHyTbIf pexum) — Mo YMOMYaHuio

e Audit Mode (Pexum ayguta)

Expert key Management

Mo3BonsieT ynpaBnsiTe KMOYOM 3alumThl 6a3 AaHHbIX, TONBKO ecrnv cucteMa
HaxoamuTcs B Nonb3oBaTernbckoM pexunme. PyHkums Enable Custom Mode (Bknrountb
nonb30oBaTeNbCKUMA PEXUM) MO YMOMYaHMIo OTKINoYeHa. [locTynHble napameTpsbl:

e PK (no ymonyaHuio)
e KEK
e db
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Tabnuua 37. Secure Boot (Be3onacHas 3arpy3ka) (npogosikeHue)

MapameTp OnucaHue

e dbx

Ecnu BkniounTtb Custom Mode (Monb3oBaTenbCKuim pexmnm), NosiBATCA COOTBETCTBYHOLLNE

BapunaHTbl Bbibopa ansa PK, KEK, db n dbx. [locTynHbie napameTpsbl:

e Save to File (CoxpaHuTb B thain): coxpaHeHune KknoYva B BbiIOpaHHLIN Nonb3oBaTenemM
hann

e Replace from File (3ameHuTb 13 danna): 3aMmeHa TeKyLLEro Kro4ya Krno4om n3
BblIbpaHHOro nonb3oBaTtenem canna

e Append from File (o6aButb u3 channa): nobasneHve knoya B TEKyLLY 6a3y AaHHbIX
13 BbIGpaHHOro nons3oBartenem ganna

Delete (Yaanutb): yaanexHue BbibpaHHOro knoya

Reset All Keys (C6pocuTb Bce KI4u): cOpoc C BO3BPATOM K HACTPOMKE Mo
yMonyaHuo

o Delete All Keys (YaanuTb Bce KNo4Kn): yaaneHue Bcex Kroyemn
@ NMPUMEYAHMUE: Ecnun otkntounte Custom Mode (Monb3oBaTenbCkui pexmm), Bce

BHECEHHbIE M3MeHeHWs ByayT yaaneHsbl, U 6yayT BOCCTaHOBMEHbI HACTPOMKU KItoYei no
YMOn4aHuto.

Intel Software Guard Extensions

Ta6nuua 38. Intel Software Guard Extensions

NapameTp Onucaxue

Intel SGX Enable OTM NoNs NO3BONAKT 06eCNeUnTb 3aLLMLLEHHYI0 Cpefly

Onsi 3anycka koaa/xpaHeHust KoHpuaeHLmanbHbIX AaHHbIX B
KOHTeKkcTe ocHoBHoM OC.

BbiGepute 04uH 13 crieayoLmnx BapuaHToB.

e Disabled (OTknto4YeHO)
e Enabled (BkntoyeHo)

e Software Controlled (YnpaBneHue ¢ nomouwbto NMNO) —
Nno yMoJ4aHuio

Enclave Memory Size [aHHbIn napameTp ycTaHaBnuBaeT 3HavyeHne SGX Enclave

Reserve Memory Size (Pa3mep pe3epBHOM namMaTu
BHYTPeHHel obnacTtn SGX).

BbibepuTe oavH 13 cnegyowmnx BapuaHToB.

e 32 MB
64 Mb
e 128 MB (128 MbawT) — no ymonyaHuto

Performance (lMpou3BoanTenbHOCTb)

Ta6bnuua 39. Performance (Mpou3BoanTenbLHOCTL)

MapameTp OnucaHue

Multi Core Support B aTom none ykasbiBaeTcs KONMYecTBO BblaeneHHblx saep LM

ONa 9Toro npouecca — ogHo nnu Bece. NponsBoanTenbHOCTb
HEKOTOPbIX MPUMOXEHWI NOBbILLAETCSA NPU UCMNOMb30BaHUN
OOMOJIHUTEeNbHbIX AA0ep.

e All (Bce) — no ymonyaHuio
o 1
o 2

32 HacTtpo#ka cuctembl




Tabnuua 39. Performance (Mpou3BoanTenbHOCTL) (MPOAOIMKEHNE)

MapameTp

OnucaHune

e 3

Intel SpeedStep

Mo3sonseT BkMOYaTb UMK OTKMOYaTL pexum npoueccopa Intel
SpeedStep.

e Enable Intel SpeedStep (Bknrountb dyHKuuto Intel
SpeedStep)

OTOT napameTp YCTaHOBIIEH MO YMOYaHMIO.

C-States Control

Mo3BonseT BkNoYaTh UK OTKAOYaTb AONOJTHUTENbHbIE
COCTOSIHUS CHa npoLeccopa.

e C States (C-cocTosiHMA)

OTOT napameTp YCTaHOBIIEH MO YMOJYaHMIO.

Intel TurboBoost

MosBonseT BkNoYaTh UNKN OTKNYaTh pexum Intel TurboBoost
npoueccopa.

e Enable Intel TurboBoost (BknounTtb pexum Intel
TurboBoost)

OTOT NapameTp yCTAHOBIEH MO YMOMYaHWIO.

Hyper-Thread Control Mo3BonsieT BKMOYATb UMW OTKMIOYATb PEXUM MMNEPNoTOYHOCTH

B MpoLeccope.

e Disabled (OTknto4YeHoO)
e Enabled (BknoyeHo) — no ymonyaHuio

Yn paBleHue 3Hepron0Tpe6neH nem

MapameTp
AC Behavior

Enable Intel Speed
Shift Technology
(Bknrountb
TexHonoruio Intel
Speed Shift)

Auto On Time

USB Wake
Support

OnucaHue

[o3BonseT BKkAOYaTb UM OTKIOYaTb BO3MOXHOCTbL aBTOMaTUYECKOro BKITIOYEHNSA KOMMboTepa npu
noacoeavHeHUn agantepa nepeMeHHOro Toka.

3HayeHune no ymonyanuio: onaxok Wake on AC (3anyck npu NOAKMIOYEHUN K CETU NEPEMEHHOTO TOKa) He
YCTaHOBIEH.

e Enable Intel Speed Shift Technology (BkntounTe TexHonoruio Intel Speed Shift)

3HauyeHune no ymonyaHuio: Enabled (BkntoueHo)

Mo3BonseT 3agasaTtb BpeMs aBTOMaTUYECKOro BKITIOYEHUS NTaHWSA koMmnbioTepa. [JlocTynHble napameTpsbl:
e Disabled (OTknto4€HO)

e FEvery Day (Kaxagbivi AeHb)

e Weekdays (B paboune gHn)

e Select Days (BbibpaTb gH®)

3HaudeHune no ymonyanuio: Disabled (OTknto4eHO)

[o3BonseT BkMoYaTb BO3MOXHOCTb BbIBOAA KOMMNbIOTEPA U3 pexnma Standby (pexxum oxuaaHus) ¢

nomoLybto yctponcts USB.

@ MPUMEYAHMUE: 3T1a cyHKuns paboTaeT TOMbLKO B TOM Crny4vae, ecrnv K KOMNbITepy NOACOeANHEH
apanTep nepeMeHHoro Toka. Ecnn otcoeguHnTe agantep nepemMeHHOro Toka 4o nepexoaa KomnblotTepa
B XayLwmn pexxum, BIOS npekpaTtnt nogady nutaHmns Ha Bce nopTbl USB B Liensix 3KoHOMUK 3apsiaa
aKKkymynsTopa.
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MapameTp

Wireless Radio
Control

Wake On LAN
(MpobyxaeHue no
NoKanbHOM ceTn)

Block Sleep

Peak Shift

Advanced
Battery Charge
Configuration

Primary
Battery Charge
Configuration

OnuncaHue

e Enable USB Wake Support (BkntounTb NOAAEPXKKY BbIBOAA KOMMbIOTEPA N3 peXMMa OXnaaHna ¢
nomoLybto yctponcts USB)

Ecnu aTa dyHKUMS BKITIOYEHA, OHA HaxoauT NOAKIMIOYEHNE CUCTEMbI K MPOBOAHON CETU, MOCre Yero
OTKIMYaeT BbiGpaHHbIe ycTporcTea 6ecnpoogHom cesasm (WLAN n/nnn WWAN).
e Control WLAN radio — OTKN04eHO

[o3BonseT BkAOYaTb UK OTKIOYaTh (byHKLl,I/IIO, OGECI'Ie‘-IVIBa}OLLI,y}O BKINtoYeHne nnuTaHuAa BbIKIMKOYEHHOro
KOMMNbKOTEPA NO CUrHany, nepegasaemMomMmy no noKarnbHON ceTu.

e Disabled (OTknNtO4EHO)
e LAN Only (Tonbko LAN)
e AN with PXE Boot (LAN B pexume 3arpysku PXE)

3HayveHune no ymonyaHuio: Disabled (OTkmnto4eHo)

JTOT NapameTp NoO3BoMsSET 6MOKUPOBaTL Nepexos B criswmii pexum B cpede OC. MNpu BKOYEHUM 3TOTO
napameTpa cucTema He ByAeT NepexoamnTb B CMIALLNIA PEXUM.

Block Sleep — oTkntoyeHo

[aHHbI napameTp No3BoNseT MUHUMN3NPOBaTb n0Tpe6nﬂemy+o MOLLHOCTb NepeMeHHOro Toka BO BpeM4A
MNKOBbIX HAarpy3ok pa6oqero OHsA. [Npw BKIIOYEHUN 3TOro NapameTpa cuctema n0Tpe6n9|eT TOJIbKO 3HEPruto
aKKyMynaTopa, gaxke ecrn noAKnn4YeH NCTOYHUK NepeMeHHOro Toka.

e Enable Peak Shift (Bknio4MTb peXnM CMeLLLEHUS NMMKOBOW HArpy3kn) — OTKITIOYEHO
e YcTaHoBWUTe nopor 3apsiga Ans akkymynaropa (ot 15 go 100 %), no ymonyaHuio 3agaHo 3HadeHue 15 %

OTOT NnapamMeTp NO3BOMSAET NPOANUTL pa6OTOCI'IOC06HOCTb aKKyMynaTopa. [Mpw BKNHOYEHUN AAHHOTO
napameTpa cucrema ncnomnb3yet CTaHAApPTHbIN anropuTm 3apsakn n apyrue cnocobbl BO BpemMsa
Oe3pnencTaus KOMMNbKOTEPA, YTO NO3BOJIAET NPOAJINTb CPOK Cﬂy)K6bI aKKyMynaTopa.

Enable Advanced Battery Charge Mode (BknounTb yry4dLlLEeHHbIN PEXUM 3apsaku akkymynaropa) —
OTKITHOYEHO

Mo3BonseT BbIGpaTh pexum 3apaaku Ana akkymynatopa. [JocTynHble napameTpbl:
e Adaptive (AganTuBHas 3apsigka) — BKIOYEHa No YMONYaHuio
e Standard (CTaHgapTHas 3apsifka) — nornHasi 3apsifika akkymynsitopa B CTaH4APTHOM peXuMme.

e ExpressCharge — 3apsiika akkyMynstopa NpoucxoauT 3a MeHbLlee BpeMs briarogapsi TexHonorum
6bicTpon 3apsgku Dell.

e Primarily AC use (PaboTa npenmyLLeCTBEHHO OT CETU NEPEMEHHOIO TOKa)

e Custom (Monb3oBaTenbckas)

Ecnu BbiGpaH napameTp Custom Charge (IMonb3oBaTenbckas 3apsaka), MOXHO Takke HacTpouTb

napameTpbl Custom Charge Start (3anyck nonb3oBaTtenbckor 3apsgku) u Custom Charge Stop (OctaHoBka

nosnb30BaTeNbCKON 3apsaaKm).

@ NMPUMEYAHMUE: Bce pexxumbl 3apsakm MOryT ObiTb HEAOCTYMHbI A4St BCEX TUMOB akKyMYSsiTOPOB.
YT00bI BKMHOYMTE 3TOT NapameTp, oTkmounte pyHkumio Advanced Battery Charge Configuration
(HacTpoiika paclumpeHHOW 3apsiaKkyu akKyMynsitopa).

POST Behavior (Pexum pabdotbl POST)

MapameTp
Adapter Warnings

Numlock Enable

Fn Lock Options

OnuncaHune

[MossonseT BkMOYaTh UMK OTKMKOYaTbL NpeaynpexaeHns nporpammel HacTponkm cuctems (BIOS) npu
NCNONb30BaHWUN ONpPeAeneHHbIX aaanTepoB NUTaHNs.

3HaudeHune no ymonyaHuio: Enable Adapter Warnings (Bkntountb npegynpexaeHus agantepa)
MNo3sonseT BkntounTb napameTp Numlock npu 3arpy3ke koMmnbloTepa.

Enable Network (BkntounTb ceTb) OTa OYHKLMSA BKIIOYEHA MO YMOMYaHUIo.

[Mo3BonseT ucnonb3oBaTh coveTaHue knasuw Fn+Esc Ansa nepeknoveHns mexay Habopamu dyHKUUA ans
knaeuw F1-F12 (cTaHaapTHbIM U BTOPOCTENEHHbIM). ECnn 3TOT napameTp OTKMOYEH, Bbl HE CMOXeTe
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NapameTtp OnucaHue

ANHaMU4eCKU nepeknioyaTtbCqa Mexay HaGOpaMVI (OYHKUMI OANng aTux knasuvw. [JoCcTynHbl cnegyowime
BapuWaHTbl:

e Fn Lock (BnokmpoBka knasuwm Fn) — BKMNHOYEHO MO YMONYaHUIo

e [ ock Mode Disable/Standard (OTkntountb pexum 6nokuposku/CtaHgapTHble YHKLUN) — YCTAHOBIEH
Nno yMO4YaHuio

e Lock Mode Enable/Secondary (BkntounTb pexum 6noknposku/JononHutensHble OyHKLMN)

Fastboot Mo3BonsieT yCkopUTb NPOLIECC 3arpy3ky 3a CHET NPOMYCKa HEKOTOPLIX LIAroB Mo 0GECNeYEHNIO
COBMECTMMOCTH. [loCTynHblE NapameTpsbi:

e Minimal (MUHUManbHbBIN)
e Thorough (IMonHbIN) — BKMOYEH NO YMONYaHWUIO
e Auto (ABTOMaTU4ECKUIA)

Extended BIOS Mo3eonseT 406aBUTL AOMOMHUTENBHYIO 3aAePXKy Nepes 3arpy3koit cucTeMbl. [JoCTyMHbIE NapamMeTpsbl:
POST Time e 0 seconds (O cekyHa) — napameTp YCTaHOBIIEH MO YMOMYaHWIO.

e 5 seconds (5 cekyHA)

e 10 seconds (10 cekyHA)

Full Screen Log e Enable Full Screen Logo (BkntounTb NOroTun Ha BECb 3KpaH) — He BKOYEHO

(Jlorotn Ha Becb

3KpaH)

Warnings And e Prompt on warnings and errors (3anpoc npu NpeaynpexaeHnsx n olmnbkax) — BKIMOYEH MO YMOMYaHMUIo
Errors e Continue On Warnings (IMpoaomkaTb npy npeaynpexaeHnsix)

Continue on Warnings and Errors (Mpogom«kutb paboTy npu BO3HNMKHOBEHUN OLLMGBOK 1 NpeaynpexaeHnii)

YnpaBnsaemocTb

MapameTp OnucaHue

Intel AMT MossongeT BkmtounMTb AMT 1 chyHKLMIO ropsymx knasuw MEBX Bo Bpems 3arpy3km CUCTEMBI.
Capability e Disabled (OTknto4eHo)

e Enabled — no ymonyaHuio
e Restrict MEBx Access

USB Provision Mpw BKMtoYeHUM TexHonornm Intel AMT MOXHO NPOBECTU NOArOTOBKY K paboTe € MOMOLLbIO NTOKarbHOro
davina Ha yCTPOWCTBE XpaHeHust AaHHbIX USB.

e Enable USB Provision — OTKMOYEHO N0 YMOYaHUio

MEBX Hotkey MossongeT BkmtounTh yHKUMI0O MEBX Hotkey BO Bpems 3arpy3ku cuctemsl.
e Enable MEBx Hotkey — BKrto4eHO MO yMOnyaHuio

Virtualization Support (lMoapepxka BupTyanusauum)

MapameTp OnucaHune

Virtualization [aHHoe norne ykasbiBaeT, MOXeT M MOHUTOP BMPTyanbHbIX MawwunH (VMM) ucnonb3oBaTb YCNOBHbIE
annapaTHble BO3MOXHOCTH, obecneymBaemble TEXHOMNOMMEN BUpTyanuaauum Intel.

Enable Intel Virtualization Technology (BknounTb TexHonoruio BupTyanusaumm Intel) — BKMOYEHO no
YMONYaHUIo.

VT for Direct /0  BknodeHve nnu oTKNiYeHne UCnonb30BaHUS MOHUTOPOM BUPTYarnbHbIX MalwmH VMM (Virtual Machine
Monitor) AoONOMHUTENbHBIX annapaTHbIX MYHKUUIA, NPeaocTaBNAeMbIX TEXHOMOrMen BupTyanusaumm Intel®
ANs NpsMoro BBoAa-BbIBOAA.

Enable VT for Direct I/0 (Bknountb TEXHOMOMMI0 BUpTYanusauum Ansi NpsiMoro BBoAa-BbiBoAa): aTa
PYHKLUMSA MO YMOMYaHUIO BKITIOYEHA.
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NapameTtp OnucaHue

Trusted Execution 3T0T napameTp onpeaensieT, MOXeT N1 KOHTPOIMPYEMbIA MOHUTOP BUPTYarnbHbIX MawnH (MVMM)
UCMNonb30BaTh AOMNOMHUTENbHbIE annapaTHble BO3MOXHOCTU, obecneynBaemMble TEXHOMNOrMe JOBEPEHHOIO
BbinonHeHus (Trusted Execution Technology) Intel. [nsa ncnonb3oBaHus 3ToM yHKLMW OOSMKHBI ObITb
BKITHOYEHbI TEXHONOIMSA BUpTyanusaumm TPM 1 TexHonorus BMpTyanu3aumm Ans npsMoro BBoAa-BbiBOAA.

Trusted Execution ([JJoBepeHHOE BbINOSIHEHME): OTKIIOYEHO NO YMONYaHUo

BecnpoBogHas CBfi3b

OnucaHue

napameTpoB

Wireless Device [Mo3BonsieT BkNOYaTh UNK OTKNOYaTb BHYTPEeHHWE 6ecnpoBoaHble YCTPOUCTBA.
Enable e 6GecnpoBogHas fokasibHas ceTb

e Bluetooth

Bce napameTpbl BKNIOYEHBI MO YMOMYaHWI0.

AKpaH Maintenance (O6cnyxuBaHue)

MapameTp OnucaHue
Service Tag OTtobpaxaeTca meTka ob6cnyxnBaHmsa 4aHHOTO KOMMNbIoTEpa.
Asset Tag MosBonseT cosgaTb AECKPUNTOP CUCTEMHOIO pecypca, eCrnu AeCKPUNTOp pecypca elle He YyCTaHOBMEH.

OTOT NapameTp Mo YMOM4YaHWIO0 He YCTaHOBIEH.

BIOS Downgrade YnpaBneHue 0TKaToM CUCTEMHOrO MMKPONPOrpaMMHOro obecneyennst 0o npeabiaylwmx sepcuii. Napametp
Allow BIOS Downgrade (Pa3pelunTb BO3BpaT k npegpbiayLuen sepcum BIOS) BKIOYEH NO YMONYaHUIO.

Data Wipe C nomoLLbio 3TOro NapameTpa nonb3oBaTeny Moryt 6e3onacHo yaanuTb AaHHbIE U3 BCEX BHYTPEHHMX
yCTpONCTB XpaHeHus. MapameTtp Wipe on Next boot (YaanuTb AaHHble Npu cneayoLlen 3arpyske) He
BKIOYEH MO ymMonyaHuio. Huxe npmBeaeH CNncok 3aTparnBaeMbIX YCTPOWCTB.

e BHyTpPEeHHUN XeCTKUi ANCK/TBepAOTENbHbIN HakonuTenb SATA
e BHyTpeHHUN TBepAoTenNbHbIN HakonuTens M.2 SATA

e BHyTpeHHUN TBepaoTenbHbIN HakonuTens M.2 PCle

e Internal eMMC (BHyTpeHHuIA Hakonutens eMMC)

BIOS Recovery [laHHOe none no3eonseT BOCCTaHaBNMBaTb OnpeaerneHHble NnoBpexaeHHble napameTpsl BIOS ns dannos
BOCCTaHOBINEHMSA Ha8 OCHOBHOM XECTKOM AUCKe U BHellHem USB-krtoye.

e BIOS Recovery from Hard Drive (BocctaHoBneHue BIOS ¢ »eCTKoro gucka) — BKIOYEH MO0 YMOSTYaHuo
e Always perform integrity check (Bcerga BbINOMHATE NPOBEPKY LENOCTHOCTU) — OTKIOYEH NO YMONYaHWUIo

First Power 3TOT NapameTp No3BOMsAeT YCTaHOBUTbL AaTy NpuobpeTeHus.
On Date e Set Ownership Date — M0 YMOM4YaHMIO OTKMIOYEHO

(Oata nepBoro

BKIIOYEHUS

nuTaHusA)

System Logs (CucTteMHble XXypHarbl)

MapameTp OnucaHune

BIOS Events Mo3BonseT npocmaTpmBaTh U yaansaTb COObITUS NporpamMmmbl HAcTporiku cuctemsl (BIOS) Bo Bpemsi
CaMOTECTUPOBAHMSI MPU BKITHOYEHUW MUTAHUS.

Thermal Events Mo3BonseT npocmaTpmBaTh U yaansaTb COObLITUSI NporpamMmbl HACTPOVKK cucTeMsbl (Thermal) Bo Bpems
CaMOTECTUPOBAHMSI MPU BKITHOYEHUW MUTAHUS.
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NapameTtp OnucaHue

Power Events [Mo3BonsieT npocmaTtpuBaTh U yaansaTb COObITUSA NporpaMMbl HACTPOWMKK cuctemsl (Power) Bo Bpemst
CaMOTECTUPOBaHNS MPU BKITHOYEHNN MUTAHUS.

OoHoBneHue BIOS B Windows

MpeaBapuTenbHble ycnoBus

PekomeHayetca obHoBnATL BIOS (HacTpoika cuctembl) Nocrne 3aMeHbl CUCTEMHON MNaThl UK NpY NOSIBNEHMU OBGHOBNEHMS.
[nsa HoyTOyKOB: y6eanTech, YTO akkyMyrnsiTOp NOSTHOCTLIO 3apsiKeH U HOYTOYK NOAKIIOYEH K PO3ETKe, Mpexae YemM HaunHaTb
o6HoeneHwne BIOS.

006 aTou 3apgaye

@ MPUMEYAHUE: Ecnu TexHonorusa BitLocker BknioveHa, ee MCnonb3oBaHMe HYXXHO NPUOCTaHOBUTL nepes o6HOBNEHEM
cuctemHoro BIOS, a 3aTeM cHOBa BKIMOUMTL Nocne 3asepLueHns obHosneHus BIOS.

DenctBuna

1. lepesarpyaute KomnbOTEP.

2. MNepengunte Ha Be6-y3en Dell.com/support.
e Bsegute MeTky o6cnyxuBaHus unu Koa akcnpecc-o6cnyxuBaHus n Haxmute OTnpaBuUThb.
e HaxmuTe kHonky Detect Product (O6HapyxuTb NPOAYKT) U CregynTe MHCTPYKUMAM Ha SKpaHe.

3. Ecnu He ynaeTcsa 06Hapyutb unu HauTu cepBuCHbIn ko, Haxxmute Choose from all products (BeibpaTtb 13 Bcex NpoayKToB).
4. BblbepuTe B cnucke kateropuio MpoAaykKTbl.

®| NMPUMEYAHUE: Bbibepute Hy>KHYIO KaTEropuio AN Nnepexoda Ha CTpaHuly npoaykra.

5. Bbl6epVITe MoJenb Ballero KomnbrTepa, nocre 4ero OTO6paSVITCF| COOTBETCTBYHOLaA eMy CTpaHuua Mopaepxka npoAaykra.

6. LlenkHuTe ccbinky MonyuuTb ApanBepsbl, a 3aTeM HaxmuTe [parBepbl U 3arpy3Ku.
OTkpoeTca pasfen apariBepoB U 3arpy3ok.

7. Haxmute Find it myself (Hantn camocrosaTenbHo).
LWenkHuTte BIOS ons npocmoTpa Bepcun BIOS.
9. Haiigute HamGonee ceexuii hann BIOS n HaxkmuTe 3arpy3uTsb.

10. BeibepuTte nogxoaswmmn cnocob 3arpy3km B okHe «BbiGepuTe cnoco6 3arpy3ku U3 npeAcTaBneHHbIX HUXKE; HAXMNUTE
3arpy3uTb cpann.
OTkpoeTcs okHO 3arpy3ka cpanna.

1. HaxmuTe kHonky CoxpaHuUTb, YTOObLI COXpaHuTb chain Ha pabouunin cTon.
12. HaxxmuTe 3anycTtuTb, 4TO6bl YCTAHOBUTHL OOHOBIEHHbIE HAacTporku BIOS Ha komnbloTep.
CnegynTe MHCTPYKUMSM Ha SKpaHe.

O6HoBneHue BIOS B cuctemax ¢ BknroyeHHon chyHKkumen BitLocker

Ecnu pa6oTta BitLocker He 6yaeT npvocTtaHoBrneHa nepea o6HoBneHuem BIOS, To npu cnepyrowen
nepesarpy3ske cucTeMbl He pacno3HaeTtcs kntou BitLocker. B Takom cny4yae 6yaeT npeanoxeHo BBECTU KoY
BOCCTaHOBIEHUSA ANs NpoaomkeHNA paboThl, U cucteMma 6yaeT 3anpaliMBaTh 3TO NPU KAXA0WU nepe3arpys3ke.

Ecnu kno4 BOCCTaHOBIIEHUSI HEM3BECTEH, 3TO MOXET NPUBECTU K NOTepe AaHHbIX UM HEHYXXHOW NepeycTaHOBKe
onepaumoHHON cuctTemMbl. [lonoNIHUTeNbHbIE CBeAEHUs MO 3TOM TeMe CM. B cTaTbe 6a3bl 3HaHun O6HoBneHue BIOS
Ha koMmnbloTepax Dell c BknoyeHHoW TexHonoruen BitLocker.
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O6HoBneHune BIOS ¢ ncnonb3oaHuem cdbnaw-Hakonutena USB

06 aTou 3agaue

Ecnu B cucteme He 3arpyxaetcs Windows, HO npu aTom TpebyeTca o6HoBuTb BIOS, ckavante dan BIOS B gpyrom cucteme n
COXpaHuTe ero Ha 3arpy3o4Hom ¢pnaii-Hakonutene USB.
@ MPUMEYAHMUE: Bam notpebyeTcs 3arpy3ouHbivi onat-Hakonutens USB. MNoapobHee cm. B cneaytollen ctatbe Kak co3natb

3arpy304Hbin praww-Hakonutenb USB ¢ nomolbio naketa Dell Diagnostic Distribution Package (DDDP).

DenctBua

Barpyaute EXE-paiin obHoBneHus BIOS B gpyryto cuctemy.

CkonupynTte dann (Hanpumep, O9010A12.EXE) Ha 3arpy304HbIi donaw-Hakonutens USB.

MopxkntounTe naw-Hakonutenb USB k cucteme, Ans kotopon Tpebyetcs o6HoBneHune BIOS.

MepesanycTtute cuctemy un npu nosisrieHnn norotuna Dell HaxxmuTe knaeBumwy F12, 4ToObl OTKPbITL MEHIO OOQHOKPATHOW 3arpy3Kku.
C nomoLLbio knaeuLL co cTpenkamu Bbibepute nyHKT USB-Hakonutenb 1 HaxmuTe knaesuwy BBOM.

[Nocne 3arpy3kun cuctemMbl noasuTca npurnawexue Diag C:\>.

Beeaute nonHoe nms dpanna (Hanpumep, O9010A12.exe) n HaxxmuTe knasuwy BBO[,.

© N Do NN

Bypnet 3arpyxeHa ytunuta obHoenenus BIOS. Cneayvite MHCTPYKLUMSAM Ha 3KpaHe.

Bl Update ULility

Thiz utility will update the system BIODS and lirmware. During the
update procedure, your system will restart. Do not interrupt this

B edure once it begins. Do not disconmect the AC power urce (if you
a updating a mobile computer. connect the AC power adapter).
Interruption of the BIDSAFirmware update procedure will likely reander
your system unusable.

Do you wizsh to continwe (ysm)7? y

Dell Inc. fll Rights

PucyHok 1. 9kpaH o6HoBneHusi BIOS yepe3 DOS

CuncteMHbIV Naposib U Napofb NPorpaMmMmbl HACTPOUKU

Ta6nuua 40. CucteMHbIN NAponb U Naposb NPorpamMmmMbl HACTPOMKU

Twun napons Onucaxue

CuncTemHbIn naponb Mapornb, KoTopbIN HE06X0AMMO BBOAUTL NPY BXOAE B CUCTEMY.

Maponb HacTpoWku cucTembl Mapornb, kKoTopbIN HEO6XOAMMO BBOAUTL AN NOMNyYeHWs
4ocTyna K HacTpowikam BIOS n BHECEHNSI UBMEHEHUI B HUX.

,D,J'IH 3alKUTbl KOMMNbTEPA MOXHO CO30aTb CUCTEMHbIN naponb 1 naposib HaCTpOVIKI/I CUCTEMBbI.

¢yHKLWI$I YCTaHOBKHU naponeﬁ obGecneunBaeT 6a30BbIN YpoBeHb 6e30MacHOCTU AaHHbIX KOMnbLOTEpa.

Ecnu paHHble, XpaHswunecsa Ha KoMnblOTepe He 336nOKMpOBaHbI, a caMm KoMnbrTEep HaxoauTcA 6e3
npucmMmoTpa, 40CTYynN K AAHHbIM MOXeT NOJTY4YUTb KTO YrogHo.
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®| NMPUMEYAHUE: ®yHKUMA yCTAaHOBKM CUCTEMHOIO Napors 1 Napons NporpaMmbl HACTPOWKN CUCTEMBI OTKIIOYEHA.

Ha3HauyeHue napona nporpaMmmbl HACTPOUKU CUCTEMBI

MpepBapuTenbHble ycnoBus

Bbl MOXXeTe Ha3HauYnTb HOBbLI CUCTEMHbIN Naposib UMM Naposib aAMUHUCTPATOPA, TONbKO ecnu ero coctosiHne Not Set (He
3agaH).

006 aTou 3agaye

YTto6bl BOWTU B nporpammy HACTPOWKN CUCTEMBI, HAXXMUTE Knasuwy F2 Cpagdy nocne BKIK4YeHUA NUTaHna nnm nepesarpy3ku.

DenctBua
1. Ha akpaHe BIOS unu Hactponka cuctemsl Buibepute nyHKT BesonacHocTb 1 HaxmMuTe knasuwy BBO[.
Otob6pasuTcs akpaH Security (besonacHocTb).

2. BblbepuTe nyHKT System/Admin Password (CuctemHbIi naponb/lMaponb agMuHUCTpaTopa) 1 co3aanTe naporsb B none Enter
the new password (BseguTe HOBLIN Naposib).

Bocnonb3ynTtech npyBegeHHbIMU HDKE YKa3aHUSAMU, YTOObl HA3HAYUTb CUCTEMHbIV NApOrb:

e [laponb MOXeT cogepxaTtb 40 32 3HAKOB.

e [laponb MOXeT cogepxaTtb 4ncna ot 0 go 9.

e [laponb JOMKEH COCTOSATb TOMBKO N3 3HAKOB HXKHETO perncrpa.

e [lonyckaeTcsa Ucnonb3oBaHme TOMNbKO CneayrLwwmnx cneynanbHbix 3Hakos: npoben, (7), (+), (), (=), (), (), G). (D, (\), (D, ).
3. BeauTe cucTeMHbIV Naporb, KOTOPLIV Bbl BBOAUNY paHee, B none Confirm new password ([ogTeBepanTe HOBLIV Napornb) U

HaxmuTe kHonky OK.
4. HaxwmuTe knaeuwwy ESC, n 6ygeT npeanioXXeHo COXPaHUTb U3MEHEHNS.

5. HaxmuTte knasuwy Y, 4TOObl COXpaHUTb U3MEHEHMS.
KomnbloTep nepesarpysntcs.

YoaneHue v nameHeHue cyuwecTtByrowero naposfns nporpaMmbl
HaCTpOVIKM CUCTeMbl

MpeaBapuTenbHble ycnoBus

Mpexae 4em nbiTaTbCA YAANUTL MU U3MEHUTb CYLLIECTBYHIOLLMI CUCTEMHDBIW Naposb 1 Naposb NPOrpamMmmbl HACTPONKM CUCTEMBI,
ybegutech, 4to none CocTosiHne napons He 3abnoknpoBaHo (B NporpaMmMe HacTponkm cuctemsl). Ecnm none CoctosiHme
napons 3abnoknMpoBaHo, Bbl HE CMOXeTe YAanuTb U N3MEHUTL CYLLIECTBYHOLLMI CUCTEMHBIN Naponb U Naponb Nporpammebl
HACTPOMKN CUCTEMBbI.

006 aTou 3agaye

YT06bl BOWTM B NpOrpamMmMy HacTPOWKM CUCTEMbI, HAaXXMUTE KnaBuwy F2 cpasy nocne BKMOYEHUst NUTaHWS UK nepesarpysku.

DenctBua

1. Ha akpaHe BIOS vunu HacTtpoWka cucteMsbl BbibepuTe nyHKT BesonacHocTb cuctemMbl 1 HaxkmuTe knasuwy BBOM.
OTob6pa3nTcs okHo System Security (BesonacHoOCTb cucTeMbl).
2. Ha akpaHe BesonacHocTb cuctembl 4To CocTosiHne napons — Pa36nokupoBaHo.

3. Bbibepute CUCTEMHbIN Naponb, U3MEHUTE UNW yAanuTe CyLLECTBYIOLMIA CUCTEMHBIN Naporb 1 HaxmuTe knasuwy BBO nnu
TAB.

4. BblbepuTte NMaponb nporpaMmbl HACTPOMKU CUCTEMBI, U3MEHUTE UMW yAaNuUTe CyLLECTBYHOLLMIA Naposib Nporpammebl
HaCTPOWKMN CMCTeMbI U HaxxmuTe knasvwy BBO[ nnv TAB.

@ NMPUMEYAHUE: Ecnu Bbl MeHsieTe CUCTEMHbIV Naporib U (MNK) Naposb NPOrpaMMbl HACTPONKM CUCTEMBI, MPU NOSBIEHUN
3anpoca BBeAuTe HOBbIN Naponb elle pas. Ecnu Bbl yaanseTe cMCTEMHBIN Naposb U Naposb NPporpamMmmbl HACTPOMKK
CUCTeMbI, NPU NOSIBIIEHMM 3anpoca NOATBEPAUTE yaaneHue.

HacTtpo#ka cuctembl 39



5. HaxmuTe knasuwy ESC, 1 GyneT NnpeanoxeHo COXpaHUTb M3MEHEHUS.

6. Haxmute knaBuwy Y, YToGbl COXPaHUTL U3MEHEHUS U BbIATY U3 NMPOrpaMMbl HACTPOWKM CUCTEMBI.
KomnbloTep nepesarpyauTcs.

40 HacTtpoika cuctembl
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NMonyyeHue cnpaBKu

ObpawieHue B kKomnaHuio Dell

MpeaBapuTenbHble ycnoBus

@ MPUMEYAHMUE: Mpun oTcyTCTBUU AEUCTBYIOLLEro NOAKMIOYEHUS K IHTEpHETY MOXHO HaWTU KOHTaKTHble CBEAEHUS B cHeTe Ha

npmo6peTeHHoe n3genune, ynakoBo4yHom nmcre, HaknagHon unu Kkatanore npoaykumm KomnaHum Dell.

06 aToi 3agave

KomnaHnus Dell npegoctaBnsieT HECKOMbKO BapMaHTOB NOLAAEPKKM 1 O6CJ'Iy)KVIBaHI/Iﬂ yepes MHTepHeT n no Teﬂe(bOHy. ,D,OCTyI'IHOCTb
CJ'Iy)K6 pasnun4yaeTca no cTpaHam u Buaam npoaykunun, n HeKoTopblie Cﬂy)KGbI MoryT ObITb HeOoCTynHbl B BalleM permoHe. MNopsgok
06pau.leHm| B komnaHuto Dell no Bonpocam cbbiTa, TEXHUYECKOM noaaepXku nnun OGCﬂy)KI/IBaHWr'l nosnib3oBaTenen onncaH HXe.

OenctBus

1.

2.
3.

Mepenaunte Ha Be6-y3en Dell.com/support.
BbiBepuTe kaTeropuio NoaaepxKKu.

YKaxuTe CBOK CTpaHy Unu peryoH B packpbiBatoliemcsi MeHio Choose a Country/Region (Bbi6op cTpaHbl/pervoHa) B
HVXXHEW YacTun CTpaHuLbl.

BribepuTe COOTBETCTBYHOLLYIO CNYXBY UMK CCbINKY HA PECYPC TEXHUYECKON NOAAEPKKM, B 3aBUCUMOCTM OT BaLLMX
notpebHocTeN.

MonyyeHune cnpaBku 11
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